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EXECUTIVE SUMMARY

Electronic health records (EHRs), a comprehensive record of an individual’s health care history, are currently a subject of much interest and debate, both in Canada and abroad.  While EHRs have the potential to improve health care delivery and facilitate planning and research, they raise significant concerns regarding the privacy, confidentiality and security of personal health information contained in the record.  By their nature, EHRs are intended to permit easy transmission of patient information among those who have a legitimate purpose in accessing and using the record. However, concerns arise in regard to unauthorized access, use and disclosure of sensitive data contained in EHRs.

Jurisdictions across Canada have enacted legislation aimed at protecting the privacy of personal information about identifiable individuals.  Until recently, much of that legislation has operated only in the public sector.  Several provinces – Alberta, Saskatchewan, Manitoba and Ontario –have enacted privacy statutes aimed specifically at health information.  Between 2001 and 2004, federal private sector privacy legislation, the Personal Information Protection and Electronic Documents Act (“PIPEDA”), came into force in a graduated process.  As of January 1, 2004, this statute applies in the health sector within a province to organizations that collect, use and disclose personal information during the course of commercial activities, as well as to cross-border flows of personal information for commercial purposes.  There has been debate as to whether PIPEDA applies to health care providers who are funded through the public health insurance system, but this controversy has been resolved in favour of the position that those activities are still of a commercial character.  In addition to private practitioners who bill the public system, PIPEDA will also apply to practitioners who bill patients privately and to entities such as pharmacies and private laboratories. As these organizations and individuals participate in EHR systems, PIPEDA will impact the collection, use and disclosure of personal information via that mechanism.

A key question that has arisen in regard to PIPEDA and health information is how the federal statute will interrelate with provincial laws.  In jurisdictions that only have public sector privacy statutes, then the situation is relatively uncomplicated as PIPEDA will apply to organizations that collect, use or disclose personal information in the course of commercial activities.  However, the situation becomes somewhat more complex in provinces that have private sector privacy laws and/or health information privacy laws.  If a province enacts private sector privacy legislation that is substantially similar to PIPEDA, the provincial legislation will prevail. To date, the federal government has found the private sector privacy legislation in British Columbia, Alberta and Québec to be substantially similar to PIPEDA.  However, PIPEDA will continue to apply in these provinces in regard to flows of information outside provincial boundaries.  As EHR systems across the country become interoperable and permit information about a patient to be disclosed to organizations in another province or territory, PIPEDA will regulate these flows in the context of commercial activities.

Organizations that are subject to provincial health information privacy statutes in Alberta, Saskatchewan, Manitoba and Ontario that also fall within PIPEDA’s scope will have to comply with provisions of both the provincial and federal legislation.  Interestingly, provincial health information privacy statutes have provisions related specifically to EHRs, including rules regarding patient consent to include information in EHRs and security of EHR networks.  Organizations must ensure compliance with these specific provisions, along with PIPEDA’s rules. The federal government may declare that a provincial health information statute is substantially similar to PIPEDA, but has not yet done so, though Ontario is seeking such a declaration.

PIPEDA was enacted to establish national rules for personal information protection in the private sector and requires compliance with ten fair information practices that are captured by the following terms: accountability; identifying purposes; consent; limiting collection; limiting use, disclosure, and retention; accuracy; safeguards; openness; individual access; and challenging compliance.  Rules regarding consent, the identification of purposes for which personal information may be collected, used and disclosed, limits on collection, use and disclosure, and security are all particularly relevant in the EHR context.  

In general, PIPEDA emphasises that collection, use and disclosure of identifiable personal information must occur with the knowledgeable consent of the individual to which the information relates.  The statute states that express consent should generally be sought for the collection, use and disclosure of sensitive information, which typically includes medical records.  Some concern has been expressed that PIPEDA will be unworkable in health care as it emphasises express consent, however, implied consent is acceptable for sharing patient information within the “circle of care,” a concept that includes those who are involved directly in patient care.  A health care practitioner or other entity that collects patient information and includes it on an EHR network should provide the patient with information regarding who will have access to the information and what security measures are in place to safeguard the record.  Once a patient gives initial informed consent regarding inclusion of their information on an EHR, it is strongly arguable that subsequent uses and disclosures of that information for the purpose of treating that specific patient can proceed on the basis of implied consent.  To require express consent for every use and disclosure of a patient’s information via EHR within a circle of care would likely grind health care delivery to a halt.

The most challenging issue that may arise in complying with statutory consent requirements is secondary uses of information for purposes such as research.  While most patients accept and support sharing of their personal information to provide them with care, many have concerns about subsequent uses of data.  Under PIPEDA, secondary uses of identifiable health information should be authorized by informed patient consent.  For consent to be informed, an individual must have details regarding the nature of the secondary use and it is likely not legally sufficient for the entity that initially collects the health information simply to advise the patient that information may be used for other purposes, such as research, and imply future consent based on that notification.  

In addition to consent rules, PIPEDA imposes requirements on organizations to safeguard the security of personal information.  Security measures are not only technological, such as firewalls and encryption mechanisms, but also include organizational practices and procedures and physical restrictions that impede unauthorized access. Examples include password protection that permits access to data stored in EHRs depending on one’s relationship with a patient and the need to know specific types of information.  Regular audits to determine who is accessing EHRs are also an important security tool. 

INTRODUCTION

Electronic health records (“EHRs”) are a topic of much interest in contemporary health care. An EHR provides a comprehensive record of personal health information, including diagnoses, treatments, test results and medications, for an individual that is added and accessed electronically by health care providers and others in setting such as hospitals, private practitioner offices, laboratories and pharmacies.  EHRs are predicted by some to enhance the effectiveness and efficiency of health care and play a key role in health system reform. Yet, by their very nature, EHRs raise many concerns regarding the privacy, confidentiality and security of health information.

This report focuses on these three issues of privacy, confidentiality and security in the context of personal health information and EHRs.  Individuals have indisputable privacy interests in their health information and, were it not for their need to access health care, may prefer to keep many details of their health status, lifestyle, behaviours, and family medical history to themselves.  However, the need to obtain care requires disclosure of this information to health care providers.  Health care providers, in turn, owe duties of confidentiality to those who entrust them with personal information.  Confidentiality is assured by limiting subsequent sharing of personal information and by establishing appropriate security mechanisms to protect information from unauthorized access.

The concept of consent is critical in the health care context.  Patients are recognized as autonomous individuals who have a right to decide whether to accept or reject medical interventions.  Similarly, patients have an interest in what happens to their health information and the law recognizes an individual right to exercise some control over the collection, use and disclosure of their identifiable personal information.  To facilitate informed decision making – both in the context of health care treatment and uses of one’s health information – health care providers and others have obligations to provide individuals with information they require to make knowledgeable choices.

While these general principles appear largely incontrovertible, they raise special challenges in the context of EHRs.  For example, should individual consent be required for the collection, storage and sharing of personal health information on EHR systems that permit access by a potentially wide range of individuals?  Should individuals be able to limit access to their information that is stored on an EHR?  What specific security measures are required for EHRs?  Importantly, what does the law require in regard to consent and security in the context of personal health information and EHRs?  In light of the growing number of privacy statutes across the country, how can custodians of health information understand and meet their legal obligations (not to mention ethical obligations that may be required by relevant professional bodies).  In particular, the full implementation of the federal Personal Information Protection and Electronic Documents Act
 (“PIPEDA”) has raised questions about its applicability in the health care context.  When does that statute apply and how does it interrelate with existing provincial laws.  In particular, what is its relevance in regard to EHRs?  These are among the questions this report seeks to address.

A.  Scope of the Report

This report is primarily concerned with elucidating the Canadian legal environment in which EHRs will be developed and operated.  One commentator has observed that:

EHRs, which facilitate sharing of information by a wide network of people, potentially conflict with privacy principles unless patients control how the record is shared and appropriate security measures are in place.  A coherent legal framework to appropriately protect the privacy and confidentiality of personal health records is therefore an essential first step for successful EHRs.

A coherent legal framework is clearly desirable yet, in a jurisdiction like Canada where we have a federal government and thirteen provincial/territorial governments and a “patchwork” of privacy laws, the coherence of the system is often questioned.  

While this report focuses on the legal environment and its impact on EHRs, it recognizes that numerous other factors will influence adoption of EHRs, most notably the attitude of health care providers toward the technology.  One commentary suggests that “the digitization of the Canadian health-care sector remains in its infancy, and … the physicians who form its backbone are still reluctant to move into the digital age.”
  A 2004 U.S. report found widely varying attitudes toward, and use of, information technology in health care practice.
  A 2005 British survey discovered that physician support for a massive National Health Service information technology program has diminished significantly, leading to a suggestion by one commentator that the program “is in danger of catastrophic failure due to a collapse of confidence among the doctors who are supposed to use it.”
  Technological capacity is also a crucial factor (for example, determining how to establish interoperable systems) and the “user-friendliness” of the system will also affect its uptake
 as will financial cost associated with implementation.

B.  Structure of the Report

The first part of this report begins with an overview of EHR initiatives in Canada and it also provides an overview of the legislative landscape in Canada regarding privacy, particularly in the context of health information and EHRs.  The report then discusses the critical issues of privacy, confidentiality and security that arise in relation to EHRs.  General legal principles relevant to these topics are discussed.

The second part of this report provides an analysis of the Personal Information Protection and Electronic Documents Act, how it might apply to EHRs, and the inter-relationship between federal and provincial laws.  This section is complemented by two appendices: the first provides a table of privacy legislation across Canada and the second presents short case studies of the EHR initiatives in four provinces, British Columbia, Alberta, Saskatchewan and Nova Scotia.  These provinces were selected because they represent archetypes of legislative frameworks: British Columbia represents a jurisdiction with private sector privacy legislation that has been deemed to be substantially similar to PIPEDA; Alberta represents a jurisdiction with both private sector privacy legislation that is considered substantially similar to PIPEDA, as well as specific health information legislation (the Health Information Act); Saskatchewan represents a jurisdiction that has specific health information legislation (the Health Information Protection Act), but has not enacted private sector legislation in response to PIPEDA; and Nova Scotia represents a jurisdiction that has neither specific health information legislation nor private sector privacy legislation.  All four jurisdictions have privacy legislation that applies in the public sector.

The third part summarizes EHR initiatives in several international jurisdictions – Australia, the United Kingdom and the United States – and highlights experiences from these countries that may inform decisions in Canada, particularly in regard to issues such as patient consent.

PART ONE: An Overview of Electronic Health Records

A.  The Promise of Electronic Health Records

Electronic health records may have numerous benefits.  Most significantly, EHRs have the potential to: improve health care delivery by allowing timely and accurate access to information by those involved in patient care; reduce medical errors and adverse health events; augment security of patient information; and enhance availability of information to support health system planning and reform as well as research.  EHRs that are available to patients can provide them with convenient access to their own health information and facilitate activities such as prescription renewals and appointment booking.

The Commission on the Future of Health Care in Canada,
 chaired by Roy Romanow, advocated EHRs for all Canadians and noted that “[d]iagnoses, treatments and results can be improved when health care providers have access to complete personal health information and can link that information to clinical support tools.”
  Medical errors are an important problem and may be prevented with improved communication.  Adverse events are reported as occurring in approximately 7.5 per cent of hospital admissions in Canada; that is, each year, around 185,000 admissions are associated with an adverse event.
  “[T]he judicious application of new technologies and improved communication and coordination among caregivers”
 are both important means to minimize medical errors.

EHR systems also have the potential to offer greater security of personal health information, as well as provide individuals with easier access to their own information.  Research suggests that access to comprehensive EHRs reduces the need for some in-person visits and allows health care providers to respond to patient queries by telephone.
  This may reduce health care costs by eliminating some unnecessary visits.  

In regard to secondary uses of EHRs, several Canadian investigators have noted that “[r]esearchers and policy makers studying quality of medical care have traditionally used datasets to study the effectiveness of treatments. Recently, however, researchers have turned to electronic medical records, which contain more clinically relevant information.”
  

B.  Challenges regarding Electronic Health Records

Yet, not everyone agrees that EHRs will deliver on these promises.  Some challenge the assertions that EHRs are a lynchpin for more effective and efficient health care.
  It has been noted that “[t]here is little to no empirical research and analysis of how EHRs will improve health care, and what research exists suggest that comprehensive EHRs may not be the best solution.”
  As well, EHRs can only be as effective as their design and implementation; the best EHR idea in the world will not achieve its potential if the people who design, operate and use them are not adequately trained.
  Further, some observers question the claim that EHRs will improve completeness and accuracy of data.

Some also fear the “function creep” phenomenon, in which uses of EHRs will expand over time to encompass activities not originally foreseen, including matching EHRs with other personal information databases.  As well, the creation of comprehensive records may generate increased interest in others to obtain access to those records.
   

The Kirby Senate Report on health care noted that “[t]he issue of privacy, confidentiality and protection of personal health information in the context of an EHR system is perhaps the most sensitive one raised during the Committee’s hearings on this question.”
  In a report on information technology in health care, the British Columbia Medical Association asserted that “[i]mproving access to health information, however, should not come at the cost of sacrificing the privacy rights of the individual patient.”
  Leading U.S. health law scholars have observed that 

[p]rincipal among the legal challenges presented by the computerization of health data information is how to protect individual privacy interests in personally identifiable health information. … Modern computer applications in the health care system threaten individual privacy despite offering significant benefits to patients and practitioners.  Computerized databases of personally identifiable information may be accessed, changed, viewed, copied, used, disclosed, or deleted more easily and by more people (authorized and unauthorized) than paper-based records.

C.  The Concepts of Privacy, Confidentiality and Security

The concepts of privacy, confidentiality and security are distinct, yet are clearly interrelated in the EHR context. This section provides an overview of these concepts, with reference to relevant legal principles and professional codes of ethics.

Privacy refers to an individual’s right to control access to and disclosure of their personal information.
  For example, the Canadian Medical Association Health Information Privacy Code defines privacy as a right that “includes a patient’s right to determine with whom he or she will share information and to know of and exercise control over use, disclosure and access concerning any information collected about him or her….”
  Information that a person never discloses to anyone else is undoubtedly the most private.  However, to obtain needed health care, individuals clearly must divulge private information about themselves (and others, such as disease histories of family members) to their health care providers.  

Canadian courts have recognized privacy rights in regard to one’s personal information.  For example, the Supreme Court of Canada has described informational privacy as “the right of the individual to determine for himself when, how and to what extent he will release personal information about himself.”
  The Supreme Court of Canada has also recognized that individuals maintain an ongoing interest in their health information after it has been collected and is in the hands of health care providers.  In McInerney v. MacDonald, Justice Laforest observed:

[M]edical records contain information about the patient revealed by the patient, and information that is acquired and recorded on behalf of the patient. Of primary significance is the fact that the records consist of information that is highly private and personal to the individual. It is information that goes to the personal integrity and autonomy of the patient.

In turn, confidentiality refers to a duty that one owes to safeguard information that has been entrusted to them by another.
  In the health care context, care providers have confidentiality duties in regard to their patients that are founded on and emphasised both by ethical and legal principles.  For example, the Hippocratic Oath imposes a duty of confidentiality on physicians.
 As well, the Canadian Medical Association has promulgated both a Code of Ethics and a Health Information Privacy Code that address issues of privacy and confidentiality in the context of the therapeutic relationship.  

Finally, security refers to measures taken to safeguard personal information from unauthorized access, use or disclosure.  Some distinguish between data security and system security.  Data security results from measures that effectively protect data and computer programs from threats such as: unauthorized access and disclosure; impermissible alteration; unauthorized copying; theft; loss due to system failures or operating error; and physical damage (caused by fire or flood, for example).
  In contrast, system security refers to the sum of all measures in place – including technological measures aimed at data security, personnel policies, practices for monitoring compliance, and so on – that are aimed at protecting personal information.

D.  The EHR Landscape in Canada

EHR systems are at various stages of development across Canada and jurisdictions are at different stages in developing components of province-wide EHRs, including client registries and networks for pharmaceutical, laboratory and diagnostic imaging information.
  Specific EHR initiatives in several provinces are summarized in Appendix Two of this report.  Nationally, Canada Health Infoway is a not-for-profit corporation that aims to promote “the development and adoption of electronic health information systems with compatible standards and communications technologies on a pan-Canadian basis with tangible benefits to Canadians.”
  The Romanow Report recommended that “Canada Health Infoway should … be responsible for developing a pan-Canadian electronic health record framework built upon provincial systems, including ensuring the interoperability of current electronic health information systems and addressing issues such as security standards and harmonizing privacy policies.”

Indeed, the eventual goal is to establish an EHR system that provides seamless access to personal health information wherever a patient may be in the country.  This vision will necessarily involve the transfer of patient information across provincial/territorial borders, a fact that is important in considering the application of PIPEDA in the EHR context. 

Various commentators have criticized the slow pace of EHR development in Canada.  In its inaugural report in January 2005, the Health Council of Canada recommended “rapid adoption” of EHRs and telehealth technologies “as tools to improve access, quality and comprehensiveness of health care.”
  In a commentary published on the Council’s website, the Chair, Michael Decter, summarized the benefits of EHRs and lamented the fact that “[o]n the current path and timetable only half the country will have electronic health records by 2009 but the remainder may wait until 2020.”
  However, the call for speedy progress may be somewhat premature until adequate discussion has occurred in regard to privacy, confidentiality and security issues.

E.  The Canadian Privacy Landscape

Around the early to mid-1990s, provinces and territories across Canada began enacting laws – typically called Freedom of Information and Protection of Privacy Acts - to regulate the collection, use and disclosure of personal information in the public sector. At the federal level, the Privacy Act and the Access to Information Act came into force in 1983 to cover federal government departments and agencies. In the late 1990s, laws aimed specifically at health information began to emerge.  Manitoba, Alberta, Saskatchewan and Ontario enacted such legislation over the seven-year period from 1997 to 2004.  Québec enacted health privacy legislation for the public sector in the early 1990s.

In 2001, the federal Personal Information Protection and Electronic Documents Act came into force, which spurred some provincial governments to develop private sector privacy legislation.  PIPEDA authorizes the federal Governor in Council to recognize provincial legislation as substantially similar to PIPEDA and exempt activities and organizations subject to provincial law from the federal statute.
  In addition to Québec, which enacted private sector privacy legislation in 1994, Alberta’s and British Columbia’s private sector privacy legislation came into force on January 1, 2004 and has been deemed to be substantially similar to PIPEDA.  Appendix One provides a table of statutes across the country that protect the privacy of personal information (and provide other rights such as access to information).

The range of privacy laws across Canada has been described as a patchwork
 and organizations have expressed concern about the challenges of complying with overlapping - and even worse, conflicting – legislative rules.  The Kirby Report made the following observation: 

Currently, there is significant variation in privacy laws and data access policies across the country that poses a challenge for EHR systems that are dependent on inter-sectoral and inter-jurisdictional flows of personal health information.  Differences in rules on how the scope of purpose is defined, the form of consent required, the conditions for substitute decision-making, the criteria for non-consensual access to personal health information, periods for retention of data and requirements for destruction, to name but a few, must be seriously addressed in order to enable the development of EHR systems.

To address this concern, efforts are currently underway to develop a pan-Canadian health information privacy and confidentiality framework.  This framework is being developed by the Advisory Committee on Information and Emerging Technologies, which reports to the Conference on Federal/Provincial/Territorial (“F/P/T”) Ministers of Health.  The advisory committee is comprised of F/P/T representatives, the Canadian Institute of Health Information, Statistics Canada, Canada Health Infoway and the National Aboriginal Health Organization.  

Some health care providers, particularly physicians, have questioned the need for the growing number of privacy laws as they are already bound by clear ethical obligations to maintain confidentiality of patient information.
  The past-president of the Canadian Medical Association has observed that “[f]or millennia, physicians have been guarding patient information.”
  

Indeed, in addition to laws, ethical codes of conduct that govern various health professions are also a key aspect of the privacy landscape.  Although this report is concerned primarily with legal rules and EHRs, relevant provisions of the Canadian Medical Association’s Code of Ethics and Health Information Privacy Code are mentioned.

The Code of Ethics instructs physicians to observe the following obligations: 

· Protect the personal health information of your patients. 

· Provide information reasonable in the circumstances to patients about the reasons for the collection, use and disclosure of their personal health information. 

· Be aware of your patient’s rights with respect to the collection, use, disclosure and access to their personal health information; ensure that such information is recorded accurately. 

· Disclose your patients' personal health information to third parties only with their consent, or as provided for by law… 

The Health Information Privacy Code establishes specific principles regarding privacy, confidentiality and security of health information.
  This Code is focused on maintaining trust necessary to foster a therapeutic relationship between provider and patient.  The Code is premised on the belief that health information is special, both because it may be very sensitive and also because it is typically revealed to a care provider with an expectation of confidentiality.  The Code establishes a general principle that patient consent is required for the collection, use and disclosure of identifiable health information: “The patient’s ability to decide with whom he or she will share information is crucial for the protection of the right of privacy and for the preservation of trust in the therapeutic context.”

The Code also establishes requirements for safeguarding the security of health information.  It instructs that access should be based on a need to know and security mechanisms should be commensurate to the sensitivity of the information.  Further, the Code stipulates that security measures must:

include both physical and human resource safeguards to prevent unauthorized health information collection, use, disclosure and access. Physical security measures include such safeguards as locked filing cabinets, restricted access to certain offices or areas, and the use of passwords, encryption and lock-boxes. Human resource security measures include security clearances, sanctions, training and contracts.

Interestingly, the Health Information Privacy Code is described as “an ideal to strive for” and opens with the following caution:

[The Code’s] provisions are more exacting than those currently in place in the Canadian health care system. Although a patchwork of laws across Canada permit or require health information collection, use, disclosure and access without patient consent, or even knowledge, this Code would require that all of these laws and any proposed laws be reviewed for consistency with its provisions. Moreover, existing practices and initiatives concerning health information collection, use, disclosure and access, including health information systems or networks, may be contrary to patient expectations and the physician's duty of confidentiality. These practices and initiatives must also be reviewed for consistency with this Code. Many laws, practices and initiatives may not withstand the kind of scrutiny deemed necessary and reasonable for the protection of privacy and the trust and integrity of the therapeutic relationship.

It has been suggested that legal and ethical rules are an impediment to the development of EHRs. For example, Professor Elaine Gibson has pointed out the following statement in the Kirby Report: “According to witnesses, the implementation and full deployment of the pan-Canadian Health Infostructure faces three major barriers: the protection of personal information, legal and ethical issues, and the interoperability of the various systems.”
  Yet, Gibson observes that “[i]nstead of viewing the protection of information as a ‘barrier’, strict privacy and security regimes must be understood as essential to maintaining the trust of members of Canadian society that our personal health information is receiving the highest of protection.”
  With that thought in mind, this report now turns to a discussion of the application of PIPEDA in the health care context, particularly in regard to EHRs.

PART TWO: The Personal Information Protection and Electronic Documents Act
A.  Introduction

The Personal Information Protection and Electronic Documents Act was enacted to establish national rules for personal information protection in the private sector and establishes, as law, the Canadian Standards Association’s Model Code for the Protection of Personal Information,
 which encompasses the following principles: accountability; identifying purposes; consent; limiting collection; limiting use, disclosure, and retention; accuracy; safeguards; openness; individual access; and challenging compliance.   

PIPEDA has been phased into effect over three years:

· January 1, 2001:  PIPEDA applies to personal information in the federally regulated private sector (e.g. airlines, banks, and broadcasting) and to all organizations that disclose personal information for consideration across provincial or national borders. 

· January 1, 2002: PIPEDA extends to cover personal health information for the organizations and activities noted above.

· January 1, 2004: PIPEDA extends to every organization that collects, uses or discloses personal information, including personal health information, in the course of a commercial activity within a province, but will not apply where substantially similar provincial legislation is in force.

PIPEDA defines personal health information to mean:

(a) information concerning the physical or mental health of the individual;

(b) information concerning any health service provided to the individual;

(c) information concerning the donation by the individual of any body part or any bodily substance of the individual or information derived from the testing or examination of a body part or bodily substance of the individual;

(d) information that is collected in the course of providing health services to the individual; or

(e) information that is collected incidentally to the provision of health services to the individual.

As this comprehensive list demonstrates, virtually all information in a health care record – whether paper-based or electronic – will fall within PIPEDA’s definition of personal health information.

The staged approach to PIPEDA’s implementation occurred, in part, to concern about its application in the health care context.  The former Privacy Commissioner of Canada explained this as follows: 

Parliament delayed application of the law to personal health information for one year following its coming into force, because players in the healthcare community were an exception to the broad consensus supporting Bill C-6. Some of them recommended tougher provisions on patient consent and subsequent uses of personal health information. Others argued that the bill would constrain operational activities in health care.

Various health care organizations urged the federal government to carve out the health care sector from PIPEDA’s application,
 however, that has not occurred.  
B.  Commercial Activities and PIPEDA’s Application in the Health Care Sector

PIPEDA applies to commercial activities, which the statute defines to mean “any particular transaction, act or conduct or any regular course of conduct that is of a commercial character, including the selling, bartering or leasing of donor, membership or other fundraising lists.”
  By defining commercial activities by transaction, PIPEDA covers acts of a commercial character that are carried out by entities that are otherwise not profit-seeking.  

There has been debate as to whether PIPEDA applies to health care providers who are funded through the public health insurance system, but this controversy has been resolved in favour of the position that those activities are still of a commercial character.  One text observes: “The fact that the [health care] services are publicly funded seems an unlikely basis for treating them as non-commercial when similar services provided for a fee outside provincial health plans, perhaps by the same health professionals, would likely be commercial.”
  

Industry Canada, under whose mandate PIPEDA falls, has developed the PIPEDA Awareness Raising Tools (PARTs) Initiative to assist organizations to understand PIPEDA’s application in the health sector.  Through its guidance document, Industry Canada confirms that “[t]he funding source (public health insurance, private payer, 3rd party payer, etc) is not relevant in determining the existence of a commercial activity.”
  

The situation in regard to public hospitals has been described as follows:

Public hospitals are unlikely to be subject to the Act since they operate on a not-for-profit basis and are not generally understood to be commercial. …  If public hospitals are not generally affected by the Act, a number of inconsistencies are likely to arise. For example, the activities of a hospital pharmacy or laboratory would not be subject to the Act, while the very same activities carried out by a private pharmacy or laboratory would, very likely, be subject to the Act.

Industry Canada has advised that “[h]ospitals are beyond the constitutional scope of the Act as their core activities are not commercial in nature.”
  The federal Privacy Commissioner has affirmed that PIPEDA will not cover core hospital activities related to patient care.
  Non-core activities, such as a pharmacy carrying on a commercial enterprise out of leased hospital space would, however, be subject to PIPEDA.  To date, PIPEDA’s application in the health sector has not been subject to litigation so there is currently no judicial ruling on this issue.  It is likely that a court would consider Industry Canada’s guidance material in interpreting PIPEDA’s intended scope, but that material is not legally binding.

Despite the current lack of judicial rulings on specific cases, there is good reason to operate on the assumption that PIPEDA applies to a wide range of health care providers and organizations that engage in commercial activities.  As EHR networks expand, many of these entities will collect, use and disclose personal health information through that mechanism and will need to be aware of PIPEDA’s rules.

C.  PIPEDA Rules regarding Consent and Security

As mentioned above, PIPEDA enacts into law ten principles that embody fair information practices.  This next section examines PIPEDA’s rules regarding consent and security and considers their application in the EHR context.  Other principles relevant to the issue of EHRs - including principles of identifying purposes and limiting collection, use and disclosure of information - are also discussed.  

Consent Requirements under PIPEDA
PIPEDA sets out a general principle that “[t]he knowledge and consent of the individual are required for the collection, use, or disclosure of personal information, except where inappropriate.”
  Section 7(1) sets out limited situations in which it is permissible to collect personal information without consent.
  In regard to facilitating “knowledgeable” consent, PIPEDA requires organizations to “make a reasonable effort to ensure that the individual is advised of the purposes for which the information will be used. To make the consent meaningful, the purposes must be stated in such a manner that the individual can reasonably understand how the information will be used or disclosed.”
  Concomitantly, organizations must identify and document the purposes for which it will collect personal information.
  If an organization wishes to use personal information for a new purpose that is not otherwise permitted by law, that organization must obtain individual consent for that new use.
  

Consent under PIPEDA may be express or implied, oral or written.  The statute states that express consent should generally be sought for the collection, use and disclosure of sensitive information, and medical records are “almost always considered to be sensitive.”
  Express consent has been described as “the strongest form of consent, and is in keeping with the spirit of PIPEDA.”

Some concern has been expressed that PIPEDA will be unworkable in health care as it emphasises express consent.
  However, implied consent, which occurs “where consent may reasonably be inferred from the action or inaction of the individual,”
 is acceptable under PIPEDA in some circumstances.  A typical example of implied consent in the health care treatment context is when a patient holds out her arm to receive a needle.  In determining whether it is appropriate to rely on implied consent for collection, use and/or disclosure of personal health information, an organization should consider the reasonable expectations of the subject individual as well as the sensitivity of the information.  For example, most patients understand and expect that their personal health information will be shared within the “circle of care,” a term used to describe those who are directly involved in providing health care and treatment for a patient.  As Industry Canada describes it, the “circle of care”

… includes the individuals and activities related to the care and treatment of a patient.  Thus, it covers the health care providers who deliver care and services for the primary therapeutic benefit of the patient and it covers related activities such as laboratory work and professional or case consultation with other health care providers.
  

The federal Privacy Commissioner has recognized “the need for information to flow from health care provider A to health care provider B in order to ensure the best level of patient care.  We recognize the principle of implied consent for information to flow freely within the ‘circle of care’.”

However, not all agree on how wide the circle of care should be construed.  For example, a Saskatchewan woman objected to the disclosure of her Pap test results to the Saskatchewan Cancer Agency as part of a cervical cancer screening program.
  The cancer agency responded that disclosure of Pap test results is within an appropriate circle of care.  As noted in Part One of this report, some critics of EHRs fear they will lead to ever-expanding circles of people who claim a need to know personal health information.  

Another form of consent – often referred to as deemed or presumed consent - involves opt-out situations where individuals are assumed to consent to collection, use or disclosure of their personal information unless they explicitly decline consent.  In this circumstance, an organization gives an individual notice of a particular use of their information that will occur unless the person expressly chooses to opt out of that use.  This attenuated form of consent is generally regarded as appropriate only in situations involving non-sensitive information. Further, the organization ought to clearly indicate the purposes for which the information will be used so the individual can make an informed consent regarding opting in or out. 

PIPEDA also confers a right to withdraw consent at any time, subject to the legal obligations of a third party.
  For example, an individual cannot withhold consent for any recording of his interaction with a health care provider as that provider has an obligation to maintain complete and accurate records. An organization must inform an individual of consequences of her choice to withdraw consent to collection, use and/or disclosure of personal information.

Applying Consent Principles in the EHR Context

The federal privacy commissioner has described informed consent as “the backbone of our net of privacy principles and practice – the glue that holds the fair information principles together.”
  Yet, the application of legal rules and ethical imperatives regarding informed consent to collection, use and disclosure of one’s personal health information is challenging in the context of EHRs.  This challenge arises from the fact that it may be largely impossible to obtain truly informed consent from a patient regarding uses and disclosures of her or his information via an EHR, particularly as all future uses of information on the EHR cannot be foreseen when the individual’s personal information is initially put into the system.

A key area of debate in regard to EHRs is whether individual consent is required before information is included in an EHR and/or disclosed to other individuals through this mechanism
 and, if consent is required, what form should it take?  To respect individual privacy in the EHR context, it has been argued that “[d]ata should be acquired, used, disclosed, and stored consistent with the information provided to, and the consent of, patients without thwarting legitimate, communal uses of such data.”
         

PIPEDA requires knowledgeable consent to authorize collection, use and disclosure of personal health information and express consent is the most appropriate form of consent when sensitive information, such as health information, is involved.  To comply with this requirement, entities subject to PIPEDA in the course of their commercial activities should obtain a patient’s express, informed consent for the collection of personal health information that will be added to an EHR.  

To give informed consent, an individual must have sufficient information about what it is they are being asked to give consent.  In the EHR context, this would include details about the scope of the EHR system, including who has access to information in the EHR, for what purposes, and what security measures are in place to protect the information. Risks and benefits of consenting or refusing consent would need to be discussed.  Individuals may also want to an option to exclude specific health care details from an EHR network or permit access to only specified health care providers.  These requests may arise in regard to information that is considered especially sensitive, such as diagnoses and treatment for psychiatric conditions, information about reproductive health (such as abortion or sexually transmitted diseases), and information (including genetic test results) that reveals a predisposition to particular diseases.  As one Alberta physician has stated: 

In this electronic age, the notation of a problem such as ethanol abuse, depression or unexpected pregnancy must be carefully guarded.  In my opinion, this element of the medical record should never be automatically introduced into the societal “electronic health record”.

Although the consent process is a critical one, it is not anticipated, based on scarcity of time and lack of technical knowledge, that health care provider will have a lengthy conversation with a patient at each visit to explain details regarding the EHR system.  To meet the requirement for knowledgeable consent, some entities are developing educational materials such as pamphlets and posters that explain the nature of the EHR system.  Yet, it is important to keep in mind that consent typically is interpreted as having both an objective and a subjective component.  That is, to obtain informed consent, a health care provider must provide information that a reasonable person in the patient’s position would want to know.
  Some patients, particularly those who are “privacy fundamentalists,” may want additional information about how information will be shared and protected and may want to withhold consent for including their information on an EHR.  Other patients who are technologically savvy may also want detailed information about the system’s security measures.  In each case, providers ought to have more detailed information available for those patients who seek it.

Once a patient gives initial informed consent regarding inclusion of their information on an EHR, it is strongly arguable that subsequent uses and disclosures of that information for the purpose of treating that specific patient can proceed on the basis of implied consent.  To require express consent for every use and disclosure of a patient’s information via EHR within a circle of care would likely grind health care delivery to a halt and undermine the very benefits that EHRs are designed to provide.  However, as suggested above, a patient’s interpretation of “circle of care” may differ from that of health care providers, so it is prudent to give patients notice of the range of entities that may be involved in sharing personal information for health care purposes.

The most challenging issue that may arise in complying with legislative consent requirements is secondary uses of information for purposes such as research.  While most patients accept and support sharing of their personal information to provide them with care, many have concerns about subsequent uses of data.  One study indicated that only 31 percent of patients surveyed agreed that researchers “should be able to get their medical records without permission….” and only 35 percent support computerized databases to provide data for medical research.
 If patients could specify who could access the database and were assured security measures to protect the database were effective, support increased to 71 percent.  If the database was both secure and contained only de-identified personal information, 85.9 percent of patients expressed approval.
  Under PIPEDA, secondary uses of identifiable health information should be authorized by informed patient consent.  For consent to be informed, an individual must have details regarding the nature of the secondary use and it is likely not legally sufficient for the entity that initially collects the health information simply to advise the patient that information may be used for other purposes, such as research, and imply future consent based on that notification.  The more general the consent becomes, the less it complies with the spirit of PIPEDA, as well as common law principles regarding consent in the health care context.
  It is important to note that information that is not reasonably capable of identifying an individual is outside the scope of PIPEDA and other privacy laws throughout Canada.  

Security Requirements

One means to fulfil obligations of confidentiality is to implement appropriate security mechanisms to safeguard personal health information.  As discussed in Part One, the nature of EHRs raises specific security concerns and, although EHRs permit the use of enhanced security features, breaches of or lapses in those features may permit unauthorized access on a much wider scale than would be likely with paper-based records stored in one location.

Principle 7 of PIPEDA addresses safeguards that organizations must implement to protect personal information.  As a general rule, security measures must be commensurate to the degree of sensitivity associated with the personal information
 and organizations should address physical, organizational and technological measures for safeguarding information.  The statute elaborates that:

The methods of protection should include: 

(a) physical measures, for example, locked filing cabinets and restricted access to offices; 

(b) organizational measures, for example, security clearances and limiting access on a “need-to-know” basis; and 

(c) technological measures, for example, the use of passwords and encryption.

The need to address all these factors is also emphasised in the Canadian Medical Association Health Information Privacy Code. 

As EHRs contain sensitive health information, organizations must take that into account in designing, implementing and monitoring security measures.  In the EHR context, technological security mechanisms are usually emphasised.  However, it has been asserted that “[i]t is naïve to suggest concerns about misuse [of EHRs] can be readily overcome through the use of technology.”
  This concern underlines the need to develop strong organizational policies regarding access to EHRs, including training on “the importance of maintaining the confidentiality of personal information.”
  

While PIPEDA’s security provisions are relatively general, some provincial statutes contain explicit requirements about safeguarding personal information that is collected, used and disclosed via EHRs.  Examples of these provincial requirements are discussed in Section D below.

Enforcement of PIPEDA

An individual who is concerned that an organization has contravened PIPEDA’s provisions may file a written complaint with the Office of the Privacy Commissioner of Canada.
  The Commissioner also has authority to initiate a complaint herself.
  The Commissioner has a statutory duty to investigate complaints and has various powers to carry out the investigative process, including compelling individuals to provide records and give evidence under oath.
  The Commissioner may assist parties in resolving a complaint through mediation.
  

Upon completion of an investigation, the Commissioner must prepare a report setting out her findings and recommendations.
  If the Commissioner recommends that an organization implement measures to address any contraventions of PIPEDA, the Commissioner may also require that organization to report on any changes the organization has or will make, or explain why it will not change its practices or policies. In this regard, the Commissioner’s powers are Ombudsman-like, as PIPEDA does not give the Commissioner power to order remedies, but the  investigative findings and recommendations will nonetheless be influential, particularly as reports may be publicly released.

Following the Commissioner’s investigation and report, PIPEDA sets out a process by which a complainant or the Commissioner may apply to have the matter heard in Federal Court.
 The Court has authority to order organizations to change their practices to comply with PIPEDA, to publish notices to explain how they will comply with the statute, and award damages to the person who brought the complaint against an organization.

In addition to the power to investigate complaints, the Commissioner also has authority to carry out audits of “the personal information management practices of an organization if the Commissioner has reasonable grounds to believe that the organization” is not in compliance with relevant statutory provisions.
 Following an audit, the Commissioner must issue a report to the organization with findings and recommendations.

D.  Inter-relationship of PIPEDA to Provincial Privacy Laws

PIPEDA was enacted to establish consistent privacy sector privacy rules across the country.  However, where a province enacts legislation that the federal government deems to be substantially similar to PIPEDA, the provincial legislation will apply.
  This mechanism for recognizing the application of provincial law addresses, in part, concerns that PIPEDA exceeds the constitutional jurisdiction of the federal government by trenching on provincial authority.
  The province of Québec has launched a legal challenge to PIPEDA’s constitutionality.
 Aside from constitutional jurisdiction issues, the capacity to recognize provincial privacy legislation also eliminates unnecessary legislative overlap.

PIPEDA and provincial private sector privacy laws

To date, the private sector privacy laws in Québec,
 Alberta
 and British Columbia
 have all been declared substantially similar to PIPEDA.  The Office of the Privacy Commissioner of Canada has released guidance on the inter-relationship between PIPEDA and private sector privacy laws to assist organizations in clarifying their legislative obligations.
  As the document notes, PIPEDA remains relevant in provinces that have substantially similar private sector privacy laws.  Importantly, an organization that is governed by provincial legislation will still have to comply with PIPEDA in regard to personal information that flows across provincial or national borders in the course of commercial activities.  As well, PIPEDA will continue to apply to federal undertakings, works and business in a province.

The ultimate goal of EHR development in Canada is to establish a pan-Canadian network of interoperable systems that allow access to patient information at points of care delivery across the country.  This vision will necessarily require cross-border flows of personal information.  As this goal is realized over time, the scope of PIPEDA’s application will expand for organizations in provinces that have private sector privacy legislation that is substantially similar to the federal law.  In other words, at initial phases of EHR development, data flows will remain within a province.  As technical advances facilitate interoperability of systems across provinces and territories, patient information may flow across borders, thus triggering PIPEDA’s application in the context of commercial activities.

In jurisdictions that have no private sector privacy legislation – currently all provinces/territories except British Columbia, Alberta and Québec – PIPEDA will apply to health sector entities in regard to commercial activities, such as health care providers in private practice who either bill patients directly or receive fee-for-service reimbursement from a provincial health plan.  As these entities begin to participate in EHR systems to access and disclose patient information, compliance with PIPEDA will be necessary.

PIPEDA and provincial health information privacy laws

At present, the provinces of Alberta, Saskatchewan, Manitoba and Ontario have privacy legislation that applies specifically in regard to health information.  It could be possible for the federal Governor in Council to deem a health information privacy statute to be substantially similar to PIPEDA.  Indeed, the Province of Ontario has requested that its Personal Health Information Protection Act be declared substantially similar to PIPEDA and expects an exemption order will be forthcoming.
   However, unless the federal government exempts PIPEDA’s application, provincial organizations that are currently subject to provincial health information statutes must also consider the application of PIPEDA to their activities.  Importantly, health information statutes may impose specific rules regarding EHRs, as will be discussed in further detail below.

The situation in Alberta is particularly interesting.  The provincial private sector privacy statute, the Personal Information Protection Act (“PIPA”), has been declared substantially similar to PIPEDA, thus ousting the federal statute’s application within the province in regard to private sector organizations covered by PIPA.  However, PIPA does not currently apply to health information that is collected, used and disclosed for health care purposes by private sector entities subject to PIPA (though a pending bill would extend PIPA’s application to health information in the private sector).
  Therefore, organizations within the province that collect, use and disclose health information in the course of commercial activities will have to comply not only with provincial Health Information Act provisions but also PIPEDA’s rules. 

PIPEDA and provincial public sector privacy laws

As PIPEDA is a private sector privacy statute, it will not apply to public sector organizations that do not engage in commercial activities and are otherwise covered by provincial FOIPP legislation.  However, as mentioned earlier, non-core functions of a public body (such as a hospital) that are commercial in nature, may well trigger PIPEDA’s application.  

Specific rules regarding EHRs in Provincial Laws

PIPEDA does not contain specific provisions regarding EHRs, which is not surprising considering that the statute is not focused solely on the health sector.  As a consequence, PIPEDA’s consent rules and other provisions will have to be construed in the EHR context in jurisdictions and in regarding to activities where the law applies.  

Provinces with health-sector legislation have developed specific rules regarding EHRs.  In some cases, those rules have been amended as providers and patients have gained experience with EHR systems.  The following section summarizes provisions in provincial health information statutes that are relevant to EHRs.

The preamble to Manitoba’s Personal Health Information Act (“PHIA”)
 points out that “clear and certain rules for the collection, use and disclosure of personal health information are an essential support for electronic health information systems that can improve both the quality of patient care and the management of health care resources.”  While this statute sets out a general rule requiring individual consent for the collection, use and disclosure of health information, it authorizes a holder of health information (referred to as a “trustee”) to disclose personal health information without individual consent

to a computerized health information network and database, established by the government or another trustee that is a public body specified in the regulations, in which personal health information is recorded for the purpose of facilitating (i) the delivery, evaluation or monitoring of a program that relates to the provision of health care or payment for health care, or (ii)  research and planning that relates to the provision of health care or payment for health care.

PHIA further authorizes a trustee to disclose health information without consent to another person for the purposes of providing care to the subject individual, unless that individual has directed the trustee not to disclose the information.
  It may be arguable that this provision empowers individuals to direct a trustee not to disclose information to a computerized health information network that others may access for the purpose of providing care.  However, it can be countered that the right to restrict disclosure only applies to disclosure to a particular person, not to a health information network that likely has multiple purposes, including facilitation of care delivery, as well as program monitoring and payment.  

Saskatchewan’s Health Information Protection Act
 allows the Saskatchewan Health Information Network (or a prescribed person) to create “comprehensive health records”, which compile personal health information from two or more trustees (defined as health care providers, institutions, government agencies and others that hold personal health information
) to create a full health history for a particular individual that may be accessed by other trustees.
  When HIPA was first implemented, it gave individuals the right to direct that a trustee not store their specified information on the SHIN network.
  This provision was removed in 2003 and an individual no longer has this explicit right.  However, individuals retain the right to restrict who has access to their comprehensive health record by giving written instruction to SHIN, with which SHIN is obliged to comply.
 

In addition, HIPA states that access to the comprehensive health record may only be granted if the trustees whose records were used to compile the comprehensive record give authorization and either the individual about whom the record relates consents in writing, consent is deemed to exist
 or is not required.
  Thus, HIPA’s consent requirements allow both individuals and trustees to exert some control over disclosure of information through SHIN.

In Ontario, the Personal Health Information Protection Act largely leaves specific rules regarding EHRs to be developed in regulations.  For example, section 10(3) of the Act provides that “[a] health information custodian that uses electronic means to collect, use, modify, disclose, retain or dispose of personal health information shall comply with the prescribed requirements, if any.”  The Act also authorizes the making of regulations 

specifying requirements, or a process for setting requirements … with which a health information custodian is required to comply when using electronic means to collect, use, modify, disclose, retain or dispose of personal health information, including standards for transactions, data elements for transactions, code sets for data elements and procedures for the transmission and authentication of electronic signatures….

Regulations enacted under PHIPA
 are particularly concerned with circumscribing the activities of those who provide services to allow custodians to collect, use and disclose personal health information electronically.  For example, a service provider is not permitted to use or disclose personal health information to which it has access except as necessary to provide services.  In addition, a health information network provider – defined as “a person who provides services to two or more health information custodians where the services are provided primarily to custodians to enable the custodians to use electronic means to disclose personal health information to one another” – has duties to notify the custodian if there has been unauthorized access to information on the network.  The provider must also give custodians “a plain language description of the services that the provider provides to the custodians, that is appropriate for sharing with the individuals to whom the personal health information relates, including a general description of the safeguards in place to protect against unauthorized use and disclosure, and to protect the integrity of the information.”  The provider must also make available a public description of its services and security safeguards.  

PHIPA creates a lock-box provision that permits an individual to decline consent for disclosure of personal health information to other custodians for purposes of care and treatment.  Where an individual imposes a lock-box, their care provider must inform the recipient of information about the lock-box if the provider feels that not all information relevant to providing adequate care to the patient has been disclosed.
 

Alberta’s Health Information Act (“HIA”)
 has undergone some revisions to its provisions relevant to EHRs. When the statute first came into force, it required consent from individuals before their health information could be disclosed electronically.  Section 59 of HIA required valid consent to include:  

(a) an authorization for the custodian to disclose the health information specified in the consent,


(b) the purpose for which the health information may be disclosed,


(c) the identity of the person to whom the health information may be disclosed,

(d) an acknowledgment that the individual providing the consent has been made aware of the reasons why the health information is needed and the risks and benefits to the individual of consenting or refusing to consent,

(e) the date the consent is effective and the date, if any, on which the consent expires, and

(f) a statement that the consent may be revoked at any time by the individual providing it.

The Alberta government removed this provision in 2003 based on feedback that compliance posed significant operational challenges.  For example, one report states that in a pilot project for Alberta’s Pharmaceuticals Information Network, “doctors were taking more than 30 minutes to explain the system, driven by concerns about professional liability.”
  The Alberta Information and Privacy Commissioner acknowledged that the costs of complying with this legislative requirement (namely, the extra time spent by health care providers to obtain patient consent) outweighed its value.
  He also noted that “[i]n facilitating a province wide electronic health record (EHR), practical experience made it apparent that getting consent from Albertans was going to be difficult and costly.”
  The Alberta Commissioner also stated he does not believe “it is possible to inform people in a meaningful way, of all the specific disclosures by electronic means, which might ever by made of their health information.”
  Consequently, consent can never be truly informed according to legal standards that require full disclosure of details.

In 2004, the Alberta government appointed a special committee to review HIA and some of that committee’s recommendations are relevant to EHRs.
  The Committee recommended that another legislative committee ought to be struck to examine in detail “the need for more clear and transparent rules for the electronic health record.”
  Further, the Committee suggested that HIA should be amended “to allow for the collection, use and disclosure of a unique identifier for health service providers for authorization and authentication purposes in the electronic health record.”
  The Committee also recommended further review of consent requirements under HIA, particularly considering the development of a pan-Canadian health information and privacy framework.
  As another point relevant to EHRs, the Committee advised that the Alberta Department of Health “should consult with stakeholders to determine whether principles for technical, physical or administrative security should be added to” the regulations under the statute.
Provincial health information statutes have specific provisions aimed at security of EHRs. 

For example, Manitoba’s PHIA requires trustees to adopt “reasonable administrative, technical and physical safeguards that ensure the confidentiality, security, accuracy, and integrity” of personal health information.
  Additional safeguards are required for information held electronically.
  The Personal Health Information Regulation enacted under PHIA requires trustees of health information to ensure that electronic health information systems can generate an electronic record of successful and unsuccessful attempts to access, modify or delete information and record all transmissions of information.
  Trustees must routinely review these records to identify potential security breaches.
  

Similarly, in accordance with Saskatchewan’s HIPA, trustees “must establish policies and procedures to maintain administrative, technical and physical safeguards … [to] protect the integrity, accuracy and confidentiality of” personal health information.
 

Alberta’s HIA imposes an obligation on custodians to “take reasonable steps in accordance with the regulations to maintain administrative, technical and physical safeguards” to protect confidentiality of information and guard against unauthorized access, use or disclosure.
  The statute stipulates that safeguards “must include appropriate measures (a) for the security and confidentiality of records, which must address the risks associated with electronic health records….”
  HIA also requires custodians to submit to the Information and Privacy Commissioner privacy impact assessments that describe “how proposed administrative practices and information systems relating to the collection, use and disclosure of individually identifying health information may affect the privacy of the individual who is the subject of the information.”
  The Commissioner’s review of the assessment is required before the custodian implements any new system or practice.
 

Regulations under Ontario’s PHIPA impose a duty on health information network providers to make available audit records of who has accessed and transferred information in the network.  Further, the provider must undertake written assessments of  “threats, vulnerabilities and risks to the security and integrity of the personal health information” and “how the services may affect the privacy of the individuals who are the subject of the information.”

In summary, health sector entities who are subject to health information statutes in Alberta, Saskatchewan, Manitoba and Ontario, and who engage in commercial activities that trigger PIPEDA’s application, may be in the position of having to comply with two legislative regimes.  In those cases, the more specific EHR provisions that exist in provincial health information statutes must be met, along with PIPEDA’s requirements.  While the need to comply with two legislative regimes may be viewed as cumbersome, there are likely few situations in which an organization will find it impossible to comply with requirements of both.  Where an organization believes it is unable to comply with both statutes, guidance should be sought from the provincial and federal privacy commissioner offices. Further, if organizations find that legislative rules are impeding their ability to deliver health care to patients, or to carry out other activities such as planning and research, those experiences ought to be reported to privacy commissioners as well as relevant government departments responsible for overseeing the legislation.  

PART THREE: INTERNATIONAL INITIATIVES

As with Canada, numerous jurisdictions around the world are investing significant resources into EHR development.  This section provides an overview of the history and current status of EHR initiatives in Australia, the United Kingdom and the United States, focusing especially on how these jurisdictions have grappled with issues related to privacy and confidentiality.  Experiences from other jurisdictions may help inform Canadian policy decisions about how to implement EHRs in a manner that respects patient privacy and assures confidentiality and security.

Australia

Introduction

The Australia national infrastructure for EHRs is known as HealthConnect.
  Starting in 2001, national, state, and territorial governments commenced a research and trial phase for the project and state-wide implementation of HealthConnect is now underway in Tasmania, South Australia and the Northern Territory.  When a patient receives health care, an event summary will be created and stored on the HealthConnect system for future access.  The event summary includes information such as test results, diagnosis, care plan, medication, and referrals to other care providers. 

Final models for privacy and consent have not yet been finalized. The HealthConnect Business Architecture v1.9 outlines a broad consent model and privacy framework
 but many of the fine details remain to be worked out.
 The consent and privacy framework was released for public comment on November 30, 2004 with a deadline for submissions of January 17, 2005. It appears that the current state implementations are proceeding based on the privacy and consent models used for the trials which differ from the framework proposed by Business Architecture v1.9.
  

Legislative Framework

Australia currently has privacy legislation at both the federal and state levels. The Federal Privacy Act 1988 outlines the National Privacy Principles.
 In addition, three jurisdictions – Victoria, New South Wales and the Australian Capital Territory – have specific health privacy legislation and Western Australia is currently developing privacy legislation. Queensland, Tasmania and South Australia have protocols that establish privacy rules for health information.
  With its overlapping legislation, the current legislative framework will result in inconsistent privacy rules for HealthConnect.

A National Health Privacy Code has been proposed to address the problem of overlapping federal and state legislation.
 This is similar to the Canadian effort to develop a health information and privacy framework that could be applied across the country. In Australia, outstanding questions in regard to the proposed Code include whether the Code will be mandatory and whether it will apply to personal health information outside the health sector.  Further, if the Code is voluntary, it remains uncertain whether HealthConnect participants will be required to adhere to it.

Additional specific rules need to be formulated for HealthConnect detailing consent processes, the security framework, penalties and complaints mechanisms.
  Some commentators are concerned that the current model of HealthConnect is proceeding with state-wide implementation in several states ahead of the final consent model, privacy code or identification system.

Issues to be Resolved

Ownership:  One issue that has arisen in the Australian context is what entity will be considered to have “ownership” of the shared health records systems.
 Indeed, the proposed models for HealthConnect appear to circumvent the question of ownership of the compiled EHR.
 Without a clear definition of who has ownership, the present situation of overlapping federal and state legislation will create jurisdictional dilemmas. For example, even if ownership is deemed to be in the national HealthConnect Program Office, it is unclear whether state/territorial Freedom of Information legislation or the federal Privacy Act would govern access, given that HealthConnect is a joint commonwealth, state and territorial initiative.
 Business Architecture v1.9 acknowledges that issues remain with respect to ownership.

Opt-in / Opt-out Rules:  Another issue is that HealthConnect is based on a system of voluntary participation both for patients and health care providers.  Both may choose to opt in or opt out and patients will be able to withdraw at any time. Patients will also be able to specify which types of providers (by organization type) that will have access to their EHR. Patients will be able to request that an event summary not be entered onto the system with respect to a particular health consultation. Patients will be able to request that incorrect information be changed or that a comment be added to an event summary via their provider or their HealthConnect Consumer Access Service. The patient will also have the ability to request that an event summary be withdrawn from view. The original information will remain in the system for purposes of audits and litigation.

The voluntary nature of the scheme is probably necessary for patient acceptance of the scheme. The ability to opt-in and out raises issues with respect to the usefulness of the records, not only for primary care, but also for secondary uses.
 Individual providers will continue to keep their own records and this will lead to duplication. The restriction of access by provider organizations will affect the completeness of the record.
 For example, a patient might stipulate that their general practitioner have access, but not their heart specialist or chiropractor. Research carried out in the U.K. indicated that patients were comfortable with their general practitioner and hospital having access, but that users such as dentists and chiropractors should not have access. A more flexible alternative has been suggested based on a “need to know” principle, although it might be difficult to formulate a consensus on what information different categories of providers actually need to know.
 For providers, the voluntary nature of the system may be largely a myth and has been suggested that providers may have a legal duty of care to participate in the project.

Secondary Uses of Information: The parameters for secondary use of information stored in HealthConnect still have to be finalized.
  The HealthConnect Business Architecture v1.9 recommends that a clear decision- making framework for the use of secondary data be adopted. It is recommended that there be a requirement of ethics approval in certain circumstances and an independent expert to scrutinise the secondary use.
  The Business Architecture document recommends that consent to participation in HealthConnect will include consent to secondary use. Patients will be advised that the majority of secondary uses will use anonymous data but that identified data may be used in limited circumstances.
 

The secondary use of data for research or other purposes has inherent difficulties given the ability of patients to choose whether to participate in or withdraw from HealthConnect.
 The incomplete nature of the records will affect their usefulness for research purposes. The extent to which individuals and groups opt out will create a bias in the data.
 It has been suggested that this difficulty will lead to a move to either make participation compulsory or to make opting out difficult for the patient.
   Business Architecture v1.9 has moved in this direction by proposing a blanket consent when a patient registers for HealthConnect. The patient will have to specifically ask that an event summary not be sent to the system at the time of a visit to a health provider.
 

The move to a blanket consent at the time of registration may also have been in response to information received from the HealthConnect trials. In Tasmania, verbal consent was supposed to be obtained every time an event summary was entered. Forums with participants indicated that this had not taken place. Patients could not recall having been asked to provide consent. Physicians indicated they had not entered the event summary until after the patient left and therefore, there was no consent discussion.
  In addition, it is proposed in Business Architecture v1.9 that there be emergency override provisions for access to an EHR without consent.
  

It has been suggested that, in the future, moves may take place to alter the data to make it more efficient for secondary use or to make it available for new uses. There will be a need for safeguards and parliamentary debate.
  It is clear that patients are concerned about the secondary use of their personal health information. It has been noted that even the use of de-identified data will not necessarily protect individual privacy, particularly in the context of small communities.
 

Third Party Access:  The framework of HealthConnect has the potential for significant access by third parties, such as employers and insurers.  Business Architecture v1.9 indicates that health care providers may download the EHR into the local patient record
 and experience in the Northern Territory Trial revealed that providers were printing out the EHR for their own records.
  This has raised questions as to whether the comprehensive EHR should be part of individual provider recorders.

The inclusion of the EHR at the individual provider level has the potential for greater access to the EHR by third parties. Access by employers and insurers would be most likely to happen through individual provider records. As the EHR will provide a much more comprehensive health record, third parties may use this additional information to discriminate against individuals.
  It has been suggested that doctors be forbidden to make use of the EHR to write health reports to third parties even if there is express consent by the patient.
  

The private sector is very likely to be involved in collecting and sorting records and it is clearly profitable to sell medical information.
 There is the potential that third parties will gain access through private sector involvement. Will third parties such as law firms and marketing firms be able to access the information? It would be possible for marketing firms to build profiles for sale to pharmaceutical companies or private health care firms.
 The information would be useful for law firms attempting to build class action suits.
 The HealthConnect trials have not dealt with consent in relation to third party access.
  However, it is evident that patients have strong concerns about the secondary use of their information and want to be informed of such use.

With respect to the use of identified data, Business Architecture v1.9 proposes that use of identified data be used for limited purposes, subject to independent scrutiny and the National Health and Medical Research Guidelines.

Data Linkage:  The creation of the HealthConnect database will provide a more comprehensive health record for each individual patient and there is a danger that HealthConnect could potentially be combined with other existing health databases.
  In this regard, a review is currently taking place of the guidelines in place for privacy in the Medicare and Pharmaceutical Benefits Program. This review has been prompted in part by the HealthConnect program.
  An issue to be discussed is the secondary use of de-identified Medicare and Pharmaceutical Benefits data. At present, the two sets of data may be linked for a limited period of time and in limited circumstances. The Issues Paper identifies linkage of the Medicare and Pharmaceutical Benefits databases as having the potential for privacy intrusion with the use of data matching.
 This potential is substantially increased with the possibility of linking to the HealthConnect database. It may be possible to generate a more complete EHR than the patient has agreed to. The New South Wales Health Records and Information Privacy Act contains a prohibition against this type of activity and might provide a useful model for national legislation.

Masking of Sensitive Information: The possibility of having sensitive information masked was mentioned in the HealthConnect  Discussion Paper but has not been trialled. The masked information would only be available to specified users, however this would cause technical challenges and strict disclosure guidelines would be necessary. The Discussion Paper mentions accessing masked information in an emergency without consent, but here would have to be safeguards in place to ensure that the masked information was not disclosed further without consent and controls on access.
 The possibility of masking sensitive information is mentioned as a possible future implementation in Business Architecture v1.9.

Lack of Capacity: Business Architecture v1.9 proposes that patients nominate agents to access HealthConnect on their behalf. Other persons able to access will be legal representatives, such as legal guardians. If a patient lacks capacity, her or his legal representative would sign the HealthConnect consent form. With respect to children, it is proposed that parents provide consent. However, it is suggested that children be able to consent if their health provider states that the child has the capacity. Plans for consent with respect to children reaching maturity have yet to be finalized. A possible option is sending letters to such children or expiry dates on the registration of parents as agents.  There is always the possibility that EHRs may be created for persons who lack capacity without regard for privacy.
 Obviously, the greatest danger will exist with respect to persons living in institutional settings, such as long-term care or psychiatric hospitals.

Trustworthiness of Electronic Records: Information gathered during the trials indicates that providers have expressed concern over the reliability of the data contained in the EHRs.
 There is the inherent potential in any electronic records database for the alteration of records, either intentionally or unintentionally.
 There will be duplication of a patient’s EHR into the records of individual providers, in addition to the central record. This also raises privacy and reliability issues.
 Business Architecture v1.9 states that responsibility for maintaining privacy will rest with individual providers.
 Thus, individual providers will be charged with the responsibility of maintaining the privacy of records that they potentially did not create.

The United Kingdom

Introduction

The United Kingdom is in the process of implementing a National Health Care Records Service, an ambitious project that aims eventually to provide a comprehensive health care record for every individual in England.  The U.K. government plans to invest 6.2 billion (pounds sterling) in the project over ten years.
 The system will involve the creation of a basic health care record for 50 million patients and will connect the country’s 30,000 general practitioners with 270 hospitals and other health facilities.
 The Care Records Service will include the ability to book appointments electronically and make electronic prescriptions.
 It is described as a “big-bang” project that will not use the Canadian and Australian approach of establishing regional systems first.

This project is part of a ten-year process of National Health Service reform that began in July 2000.
  The move to implement a national EHR system was also inspired, in part, by a 2002 report that found that without a national EHR system, the health service would find it increasingly difficult to deliver high quality care. A number of separate EHR systems had already been created at the local level, but these systems were unable to share information with each other. The complex nature of health care and the need for immediate access to current information prompted the move to a national system.

The Care Record will eventually comprise personal details, such as name, date of birth, health care number and a complete health care history. The history will include treatment summaries, medication history, allergies and consent forms.

Implementation of the Care Records Service is being phased in on both a national and a local level. A national service provider will be responsible for services that are common to all users. The national network will work on a broadband network called N3 and, in February 2004, the contract for this network was awarded to British Telecom. N3 will connect all hospitals, GP practices and other health facilities.
  The national database is referred to as the “spine” of the system and will contain basic patient information such as name, birth date, allergies, adverse drug reactions, and NHS number. This will be the national summary record.
 The full specification for how the national database will work has yet to be produced.

At the local level, England has been divided into five clusters. Each area will have its own service provider to deliver local services. Contracts have been awarded to private firms in each cluster to supply the local software.
 Records held at the local level will contain the more in-depth EHR including medication records, test results, and disease history. There will be links to the local information from the national summary record.
 

Eventually, it is planned that patients will be able to access their EHR through a website called HealthSpace.
 This site is currently operating on an initial basis and offers patients the ability to create their own individual health organizer, allowing them to record personal health details and create calendars for appointment and medication reminders.

The Care Records Service is currently in Phase 1, which is expected to be complete by the summer of 2005. This phase will allow general practitioners to book appointments at hospitals electronically and will create an EHR of basic patient information (i.e. name, address, date of birth and NHS number). The second phase, expected to be complete by summer of 2006, will allow access to more detailed records, allow electronic requests for pathology tests and diagnostic imaging, and access to emergency records. From 2006 to 2008, it is planned that electronic prescribing will be implemented, along with further decision-making supports for health care providers. The full implementation of the project is expected by 2010 and will include integration of health and social care records in the U.K.

The implementation of the Care Records Service was preceded by the Electronic Record Development and Implementation Programme (“ERDIP”) that began in 2000. This program tested various aspects of the use of electronic health records in 17 communities.
 The program was completed in 2003 and the results are being used to inform the implementation of the Care Records Service. Elements of EHRs trialled through ERDIP included providing EHR access for emergency services and out-of-hours medical care, patient access, linking general practitioners to hospitals and clinics and academic testing of a model EHR system.
 A significant element of the ERDIP trials was the linking of personal health records with social care data. In Suffolk, electronic data sharing was established between social services and general practitioners. Thus, social workers could access a client’s medical record. Conversely, general practitioners had the ability to make referrals to social services electronically.

Issues to be Resolved

A number of concerns have been raised with respect to the Care Records Service project. A major issue is that uniformity will not be able to be achieved across the local service providers. Further, there has been little involvement of the public and health care providers in the design of the project. The British Medical Association made a demand for greater involvement in the project and a National Clinical Advisory Board and a Public Advisory Board have been established to allow input. However, the first Chairman of the National Clinical Advisory Board resigned after six months (allegedly because he had been frozen out for raising serious concerns about the project). The largest current provider of EHR services to general practitioners has said that it will not work with the local service providers.
 In addition, in the ERDIP trials, consent and confidentiality were major issues.
 

United States

Introduction

There is little recent discussion in the United States on privacy issues surrounding EHRs and much current literature focuses on issues related to the lack of widespread use of EHRs in the country.
  This lack of academic discussion may be due partly to the recent nature of federal support for a National Health Information Network. It may also be the result of the enactment of the Health Insurance Portability and Accountability Act (“HIPAA”) in 1996, which contains privacy and security rules for electronic health information. Some contend the current discussion surrounding the implementation of a national EHR system has largely overlooked the need for strict privacy and security rules.

Legislative Environment

The political climate in the United States with respect to privacy has arguably changed forever with the terrorist events of September 11, 2001. There is no explicit right to privacy under the U.S. Constitution, although the Supreme Court has found limited privacy rights grounded in the Bill of Rights. The Patriot Act
 passed after September 11 has significantly weakened certain privacy protections and there are currently moves in the U.S. Congress to implement national identity cards.
  The proposed Model State Emergency Health Powers Act goes further than the HIPAA in giving state officials wide powers to access and use personal health information without consent.
  This political climate will affect the decisions made about the privacy of health information.  In addition, it can be argued that health information privacy has been superseded by other concerns over the past several decades, including public health, fraud, cost control, and quality of care.

Medical information, including EHRs, are currently regulated by the federal HIPAA and legislation in various states.  The HIPAA was enacted to ensure continuation of health coverage after an employee leaves an employer and to provide standards for electronic health transactions. The legislation places more administrative and procedural duties on covered organizations than any other previous national privacy law.
 The HIPAA contains rules on privacy, security, identifiers, and transaction and code sets. The HIPAA Privacy Rule covers protected health information regardless of its format. The other rules, such as those on security (which comes into force in April 2005), only cover electronic health information.
 Compliance with the HIPAA is still underway.

The Privacy Rule is very complex and organizations had to comply with this Rule either in 2003 or 2004, depending on the size of the organization. The complex nature of the Rule has been an issue and many organizations have faced difficulty in knowing whether they are subject to the Privacy Rule and in having the needed funds for compliance.
  As an example, there appears to be confusion over the privacy now afforded to participants in substance abuse programs.
 Another example is discussion of how physicians will comply with the Privacy Rule in using personal digital assistants.

These are the first federal standards to protect medical information given to doctors, hospitals, health plans and other healthcare providers.
 The Privacy Rule provides controls for “protected health information” and sets out the responsibilities of all employees to protect health information. Organizations must establish procedures to protect the confidentiality of protected health information.
 One of the biggest changes made in the legislation is that an organization must provide patients with a “Notice of Privacy Practices.” This notice explains how the organization protects health information and explains how the patient can access information, correct information, place limits on information use, and complain about privacy violations.
 There is a general rule that the collection, use and disclosure of health information should be the amount necessary to complete a task, but this minimum necessary standard does not apply to disclosure of health information between practitioners.
 HIPAA requires that covered entities make “reasonable efforts” to protect health information. However, both the concepts of “reasonable efforts” and the “minimum necessary standard” are ambiguous and, as a result, the guarantee of any privacy is fairly elastic.
  There are criminal and civil sanctions – the harshest sanctions are for misuse of information for profit or malicious harm and fines can be up to $250,000 or 10 years in prison.

It is generally agreed that the HIPAA provides a minimum standard of privacy protection. Many states also have privacy legislation and, in general, if a state has stricter privacy legislation, that legislation will still apply.
 Privacy legislation varies across states and often there is a patchwork of regulations within a state. For example, a state may protect HIV information more stringently than tuberculosis information or a researcher may have to follow stricter standards than a practising physician.

Issues to be Resolved

The following section discusses various unresolved privacy issues that have been raised in regard to EHRs and the HIPAA more generally. At the outset, it is worth noting that concerns have been raised that many organizations using EHRs or who collect health information are not covered by the HIPAA.
 As a consequence, it has been suggested that all users of EHRs agree to abide by the HIPAA.

National EHR Network

The proposed national network of EHRs carries with it increased risks for privacy violations of individual health information
 and this perceived risk may lead individuals to withhold information from their health care providers.
 A recent survey indicated that 70 per cent of Americans believe that a national EHR system would lead to disclosure of personal health data as a result of weak security and 69 per cent believed that an EHR system would lead to more sharing of personal health information without consent.
 There is evidence that many physicians believe that regulations currently in place do not provide a balance between privacy and data quality. This has led to a resistance to the implementation of EHR systems.
 A number of issues have arisen with respect to privacy and consent and a National Health Information Network.

First, it has been suggested that participation in a national health network or interoperable electronic health networks should be voluntary and based on informed consent. Patients should be given information on how their information will be stored and accessed. They should also be given information on security. Patients should be able to opt-in or out of the system at any time.
 Given that the current proposals for a national network are based on the premise that local networks will be established and will eventually link up in a national system, it may be unrealistic to argue that participation will be voluntary. For example, health care plans with EHR systems presently in place such as the Veteran’s Administration and Kaiser Permanente do not appear to make participation in an EHR voluntary.

Another issue is the extent to which patients will control the information sent to the national network. It has been suggested that patients should decide, in consultation with their healthcare providers, what information is included. As well, it has been argued that patients should be able to add information to the record
 and decide who is able to access their EHR.

Third, some contend the Privacy and Security Rules in the HIPAA do not adequately address the concerns raised by a national network and that federal legislation should be a starting point for the development of more stringent regulations.
  In addition, there must be monitoring to ensure that privacy is not being violated. Self-regulation is not enough. A strong regulatory framework needs to be put in place.

Privacy Concerns & HIPAA

The HIPAA provides that each organization to which the Act applies (with certain exceptions) must provide patients with a privacy practices notice. This notice will normally be given to the patient on the first contact with the organization. The notice outlines the ways in which the organization will use the patient’s personal medical information and also the patient’s right to complain to the Department of Health and Human Services if a privacy violation occurs. If there is a direct treatment relationship, the health provider has to make reasonable efforts to obtain written acknowledgement that the patient has received the notice.
  

The health organization is permitted to disclose identifying health information without obtaining consent in the following circumstances: to the individual, for treatment, payment or operational purposes; and as an auxiliary to a permitted disclosure, for certain research activities; and in the public interest.
 There is a list of 12 areas of public interest: 1) if required by law; 2) for public health (including tracking of drugs, child abuse, communicable diseases); 3) victims of domestic violence, abuse or neglect; 4) for audits and investigations of the health care system; 5) in court proceedings; 6) law enforcement (including requests for information about crime victims or to locate suspects); 7) to coroners; 8) for organ donation; 9) research (there are various procedures for doing this, including having a review board or privacy board approve the release of identifying material); 10) serious threats to health and safety (of a person or the public); 11) essential government functions (including “assuring proper execution of a military mission, conducting intelligence and national security activities that are authorized by law”); and 12) workers’ compensation.
 

Thus, the HIPAA provides for many areas in which personal health information may be released without consent. For example, personal health information may be shared between health providers for treatment purposes without consent. In this context, as mentioned above, the minimum necessary standard does not apply. Consequently, it appears that a physician could disclose information irrelevant to the treatment being provided. For example, details of a patient’s sexual history might be given to a specialist treating the patient for heart disease.

With respect to public health and safety disclosure, some concerns have been raised. However, there appears to be a strong view that public health and homeland security are more important than individual privacy concerns.

Concerns about lack of consent were raised during the debate on the legislation.
 Interestingly, an earlier version of the HIPAA under the Clinton administration had provided for written consent before any personal information was used for treatment, marketing or operations. This was repealed and replaced under the Bush administration in 2002.
 

HIPAA does not require consent for the release of de-identified information so such information can be used for research and other secondary uses.
  In regard to research, individually identifying information can be used without consent based on approval of an independent review board. There is evidence that such boards face threats to their independence and are often asked to review too much, too quickly and with too little expertise.

Concerns have been raised about the extent of use of personal health information in court proceedings and one author suggests that once a lawsuit is filed, the plaintiff has waived any privacy protections.
 The Department of Justice, which oversees enforcement of the Privacy Rule, recently attempted to obtain the medical records of hundreds of women as part of its defense of the Partial-Birth Abortion Ban Act, stating that “individuals no longer possess a reasonable expectation that their histories will remain completely confidential.”
 

As mentioned above, there is great scope in the HIPAA legislation for use of personally identifying information without consent in the context of public health, homeland security and law enforcement. In this area, there is obviously a large potential for combining and using data for purposes for which it was not intended. In contrast to the Australian literature, there seems to be minimal published discussion of this issue in the U.S. context, particularly in regard to linking EHR systems with other databases.  

There have been suggestions that the federal government has failed to adequately enforce the Privacy Rule. One year after the coming into force of the Rule, over 5,000 consumer complaints had been filed with the Department of Health and Human Services, yet no civil penalties had been imposed. Similarly, a number of criminal complaints have been referred to the Department of Justice and no penalties have been imposed.
  This may in part be due to the underlying premise of the legislation that makes individuals and organizations responsible for protecting the privacy of health information.


CONCLUSION

As technological capacity advances, it is foreseeable that electronic health records will eventually become the norm for storing and sharing patient health information across various health care providers and facilities, as well as for those engaged in health system planning and research.  While this trend has the potential to enhance patient care, it also brings with it the possible diminution of patient privacy.  

In the face of increasing public concern regarding privacy of personal information, governments at federal, provincial and territorial levels have enacted a range of privacy laws across public and private sectors.  As this report has discussed, there is currently a lack of national uniformity in regard to legislative regimes that apply to collection, use and disclosure of health information, including via EHR systems.  As a result, organizations that seek to advance EHRs must be aware of various legislative rules and develop and follow principles that will satisfy their legal obligations.  Continued efforts to develop a pan-Canadian health information privacy framework may assist organizations in this regard. Yet, as the federal Advisory Council on Health Infostructure has stated, “harmonization should not aim at some lowest common denominator with respect to privacy, but toward full, effective and enforceable privacy protection.”

The expansion of PIPEDA to the health sector creates a new legislative environment for organizations that collect, use and disclose personal health information in the course of commercial activities and its provisions will apply in some circumstances to organizations that store and transmit patient information via EHRs.  This report has discussed key issues in regard to issues of privacy, confidentiality and security of health information in the EHR context and has discussed the interrelationship of PIPEDA with provincial privacy legislation.  Electronic health records and privacy legislation in the health sector are areas both of growth and controversy in Canada, but those who wish to advance the former must understand and comply with their obligations under the latter.

Appendix I:  Legislative Table
(ABC = agency, board and commission)
	
	Public Sector
	Private Sector 
	Health Sector

	Federal
	Privacy Act, R.S.C. 1985, c. P-21.
Applies to federal government departments and ABCs.
	Personal Information Protection and Electronic Documents Act, S.C. 2000, c.5 [PIPEDA].
	

	British Columbia
	Freedom of Information & Protection of Privacy Act, R.S.B.C. 1996, c. 165
In addition to provincial departments and ABCs, applies to universities and hospitals.
	Personal Information Protection Act, S.B.C. 2003, c. 63

Applies to health care providers in private practice. Considered substantially similar to federal PIPEDA.
	No specific health sector legislation, but public sector legislation applies to collection, use and disclosure of health information by public bodies and private sector law also covers health information.

	Alberta
	Freedom of Information & Protection of Privacy Act, R.S.A. 2000, c. F-25
In addition to provincial departments and ABCs, applies to universities.
	Personal Information Protection Act, S.A. 2003, c. P-6.5

Does not regulate health information to which the HIA applies. Considered substantially similar to federal PIPEDA.
	Health Information Act, R.S.A. 2000, c. H-5
Applies to custodians of health information: health care providers, hospitals, etc.

	Saskatchewan
	Freedom of Information and Protection of Privacy Act, S.S. 1990-91, c. F-22.01

Applies only to provincial government departments and ABCs
	none
	Health Information Protection Act, S.S. 1999, c. H-0.021
Applies to trustees of health information: health professionals, health care facilities, government institutions, etc.

Governs in regard to health information.

	Manitoba
	Freedom of Information and Protection of Privacy Act, C.C.S.M. c. F175
In addition to provincial departments and ABCs, applies to universities and hospitals.
	none
	Personal Health Information Act, C.C.S.M. c. P33.5
Applies to trustees of health information: health professionals, health care facilities, government institutions, etc.

Governs in regard to health information.

	Ontario
	Freedom of Information and Protection of Privacy Act, R.S.O. 1990, c. F. 31
Applies to provincial departments and ABCs as well as other public bodies, but not universities.
	none
	Personal Health Information Protection Act, S.O. 2004, c.3 Sch. A.

Applies to custodians of health information: health care providers, hospitals, government institutions, etc. Governs in regard to health information.

	Quebec
	Act respecting access to documents held by public bodies and the protection of personal information, R.S.Q. A-2.1

Applies to provincial departments and ABCs as well as universities.
	Act respecting the protection of personal information in the private sector, R.S.Q. P-39.1

Applies to all enterprises that supply goods and services. Considered substantially similar to federal PIPEDA.
	Act respecting health services and social services, R.S.Q. S-4.2
Not a specific health sector statute, but regulates the disclosure of health information for research purposes.

	Nova Scotia
	Freedom of Information and Protection of Privacy Act, S.N.S. 1993, c.5
In addition to provincial departments and ABCs, applies to universities and hospitals.
	none
	none

	New Brunswick
	Protection of Personal Information Act, S.N.B. 1998, c. P-19.1
Applies only to provincial government departments and ABCs.


	none
	none

	Prince Edward Island
	Freedom of Information and Protection of Privacy Act R.S.P.E.I. 2002, c. F-15.01
Applies only to provincial government departments and ABCs.
	none
	none

	Newfoundland & Labrador
	Access to Information and Protection of Privacy Act, S.N.L. 2002, c.A-1.1 (not yet in force)
Freedom of Information Act, R.S.N.L. 1990, c. F-25.
Applies only to provincial government departments and ABCs.
	none
	none

	Yukon
	Access to Information and Protection of Privacy Act, R.S.Y. 2002, c.1
Applies only to territorial departments and ABCs.
	none
	none

	Northwest Territories
	Access to Information and Protection of Privacy Act, S.N.W.T. 1994, c. 20
Applies only to territorial departments and ABCs.
	none
	none

	Nunavut
	Access to Information and Protection of Privacy Act (Nunavut), R.S.N.W.T. 1994, c. 20
Applies only to territorial departments and ABCs.
	none
	none


Appendix II:  Case Summaries

As this report has discussed, various individuals and organizations will be involved in the collection, use and disclosure of information via EHRs.  These include health care practitioners, pharmacists, hospitals, community clinics and laboratories.  As EHRs become accessible across Canada, cross-border information flows will occur.  These facts dictate that virtually all privacy legislation – public sector, private sector, health sector, federal and provincial/territorial – will apply in some manner to the collection, use and disclosure of personal information via EHRs.  

PIPEDA’s rules will be applied on a case-by-case basis to specific factual circumstances and the federal Office of the Privacy Commissioner has emphasised that it is not in a position to give “advance rulings” as to how PIPEDA will be applied in certain situations, including the health care context.
  However, it is helpful to consider situations involving the development and use of EHRs to consider what legislation applies and the interrelationship among various laws.  This next section presents brief case examples of EHRs in four provinces – British Columbia, Alberta, Saskatchewan and Nova Scotia.  These provinces were selected because they represent archetypes of legislative frameworks: British Columbia represents a jurisdiction with privacy legislation that has been deemed to be substantially similar to PIPEDA; Alberta represents a jurisdiction with both private sector privacy legislation that is considered substantially similar to PIPEDA, as well as specific health information legislation (the Health Information Act); Saskatchewan represents a jurisdiction that has specific health information legislation (the Health Information Protection Act), but has not enacted private sector legislation in response to PIPEDA; and Nova Scotia represents a jurisdiction that has neither specific health information legislation nor private sector privacy legislation.  All four provinces have privacy legislation that applies in the public sector.

British Columbia

In British Columbia, the provincial EHR initiative is known as healthnetBC.  A number of key reports setting out healthnetBC’s goals and progress have been issued.  In January 2003, the Health Chief Information Officer Council released the “Framework for an Electronic Health Record for British Columbians.”
  The Framework describes a phased approach to developing EHRs that build on existing initiatives, such as: SPAN/BC, a network that connects government ministries, health authorities, pharmacies and educational institutions; HNSecure, software that allows physicians, pharmacies and laboratories to share information via the Internet; and PharmaNet, a network that links pharmacists to centralized data for prescribing, drug monitoring, and claims processing.
  

In 2004, the British Columbia Medical Association published a discussion paper on information technology that discusses issues related to patient privacy and provider obligations of confidentiality.
  In January 2005, the Health Chief Information Officer Council released the “Tactical Plan for Health Information Management in BC”, which focuses on key EHR projects to be realized in 2005.  A strategic planning document, “Information for Health: A Strategic Plan for Health Information Management in British Columbia, 2002/03 - 2006/07” has also been developed.

The BC Health Information Standards Council has developed a Healthcare Privacy Code of Practice,
 which “comprises a strategy for information sharing, while protecting the privacy of personal information in accordance with current and impending legislation, privacy principles, ethical principles and practical considerations.”
 This Code of Practice supports the use of implied consent for collection, use and disclosure of personal health information in limited circumstances, including care and treatment.
  The Code also advocates improved efforts to notify patients of purposes for which their information is collected, used and disclosed.
  In addition, the Code recommends that de-identified information be used where possible for secondary purposes such as research. 

British Columbia has public sector legislation, the Freedom of Information and Protection of Privacy Act (“FOIPPA”),
 and private sector legislation, the Personal Information Protection Act (“PIPA”).
  FOIPPA came into effect in 1993 and applies to “public bodies”, which includes government ministries and agencies, universities, regional health authorities, and hospitals.  PIPA was enacted in 2004 and applies to “organizations”, which includes persons and various business structures, including not-for-profit bodies.  PIPA applies to private health care providers and organizations in British Columbia, while FOIPPA applies to public health care entities.  PIPA has been declared substantially similar to PIPEDA and, as a result, PIPEDA will not apply to health care entities subject to PIPA, except in regard to any cross-border transfers of personal information in the course of commercial activities.

FOIPPA is not based on a consent model in regard to collection of personal information.  Rather, it stipulates that organizations may collect information as permitted by law and as necessary to carry out their operations.
  When collecting information, public bodies must inform individuals of the purposes for which the information is being collected.  Personal information may be used or disclosed in accordance with the purpose for which it was collected, for consistent purposes, or for other purposes with individual consent.

The Personal Information Protection Act generally requires consent for the collection, use and/or disclosure of personal information.
  Consent may be express or implied.  In regard to the latter, PIPA authorizes an organization to collect, use or disclose information for specified purposes “if the organization provides the individual with a notice, in a form the individual can reasonably be considered to understand, that it intends to collect, use or disclose the individual’s personal information for those purposes.”
  The organization must also give the individual an opportunity to object and the organization’s purposes must be “reasonable having regard to the sensitivity of the personal information.”
  

Before collecting information, an organization must inform the individual of the purposes for which the information is collected.
  An organization may subsequently use or disclose the personal information to fulfill these purposes, or for other purposes to which the individual has consented.

BC Cancer Agency – Online Health Records for Cancer Patients
Electronic health records not only provide care providers with improved access to patient information, but can also provide patients themselves with better access to information.  As the Kirby report noted, a “pan-Canadian health info-structure promises to empower patients with better health information ….  This will allow patients to make more informed choices about their own health, the health of others and the health care system.”
  This benefit is likely of key importance to patients with complex health care conditions that require frequent interactions with various care providers. 

The British Columbia Cancer Agency provides cancer care for British Columbians through four regional cancer centres, a network of chemotherapy clinics and other resources such as pharmacies.  As part of the Provincial Health Services Authority, the Cancer Agency is covered as a public body under the provincial Freedom of Information and Protection of Privacy Act.   

Currently, researchers with the Cancer Agency and the University of Victoria are developing a prototype website that will allow a small group of prostate cancer patients to access their health care records online, including: a summary of diagnostic and treatment information; pathology and surgery reports; imaging, laboratory and other investigative results; medication information; copies of correspondence; health care provider narratives; and appointment information.  As well, patients may answer complete online diaries to record information regarding symptoms such as hot flushes and feelings of distress.  Information in the diaries is available to health care providers who may then follow up with patients as indicated.

Patient data will flow electronically from the Cancer Agency to a computing facility at the University of Victoria where the data will be stored and accessed by patients who log on to a website that requires a unique identification and password for each user.  This pilot project will run for approximately one year and be evaluated for possible continuation and expansion.  Some research has been conducted to evaluate patient experiences and attitudes about web-based access to their health records.  A recent U.S. survey of approximately 1,400 patients found that a majority were positive about electronic record access and a “minority of patients was mildly concerned about the confidentiality and privacy of their information and about learning of abnormal test results electronically.”
  Results from the B.C. Cancer Agency project will add to this body of knowledge.

The two entities involved in this project, the British Columbia Cancer Agency and the University of Victoria, are both public bodies covered under the FOIPPA and must meet the requirements of that legislation.  If the web-based access to cancer patient records continues and expands over time, it may encompass private sector organizations that are covered under PIPA. If that occurs, then both public and private sector privacy laws will be relevant to this initiative. As PIPA is substantially similar to PIPEDA, the latter will not apply to information flows within the province.

Alberta

In Alberta, the provincial EHR is part of the Wellnet initiative. The EHR has several clinical components: the Pharmaceutical Information Network,
 which links physicians, pharmacists, hospitals and other health care providers; the Seniors Drug Profile,
 which gives health care providers online access to prescription history of their older patients; and Lab Test Results History,
 which gives health care providers online access to results of their patients’ laboratory tests.

Alberta has public sector legislation, the Freedom of Information and Protection of Privacy Act (“FOIPPA”)
, private sector legislation, the Personal Information Protection Act (“PIPA”),
 and health sector legislation, the Health Information Act.
  FOIPPA came into force in 1995 and applies to “public bodies”, which includes provincial government ministries and agencies, local government entities, universities and health care bodies such as regional health authorities and hospital boards.  

PIPA came into force in January 2004 and applies to a range of private sector organizations, including commercial and not-for-profit entities.  Substantively, Alberta’s private sector statute is very similar to the provisions in British Columbia’s private sector legislation. As noted earlier, Alberta’s PIPA has been declared substantially similar to PIPEDA.  

HIA came into force in 2001 and applies to custodians of health information, including health care providers who are paid through the Alberta provincial health care plan, the provincial department of health, pharmacies and pharmacists, and health authorities and boards.

How do these statutes interrelate with one another in the health information context? HIA is the law of primary application in the province as regards health information.  FOIPPA specifically states that it does not apply to health information in the custody or control of public bodies who are custodians under HIA.
  Similarly, PIPA does not apply to health information collected, used or disclosed for health care purposes by private sector entities subject to PIPA.
  While PIPA has been declared substantially similar to PIPEDA, HIA has not.  As a result, collection, use and disclosure of health information for commercial purposes that is outside PIPA’s scope must comply with HIA and PIPEDA.

HIA sets out rules for the collection, use and disclosure of health information, which includes diagnostic, treatment and care information.
  A custodian may collect health information for a variety of purposes including, most obviously, the provision of health services.  

Where a custodian collects information directly from an individual, the custodian has a legal obligation to “take reasonable steps to inform the individual (a) of the purpose for which the information is collected, (b) of the specific legal authority for the collection…” as well as contact information for someone who can address any questions the individual may have about the collection.
  

HIA establishes a general rule that a custodian must obtain express, written consent for disclosure of a patient’s health information.  To obtain valid consent, a custodian must specify to whom and for what purposes the information will be disclosed, and must advise the patient of risks and benefits of agreeing or not.  As this consent rule would be very cumbersome to apply in the usual course of health care delivery, HIA specifies that individual patient consent is not necessary to authorize sharing information with another custodian who is involved in the patient’s care and treatment.   

Capital Health Authority netCARE – Regional Electronic Health Record

The Alberta Capital Health Region, which serves the city of Edmonton and surrounding area, has been developing and implementing an EHR for the region over the past several years.  The regional EHR is known as “netCARE”
 and provides access to the following information:

· basic patient demographic information

· information about previous instances of accessing care through Capital Health

· lab test results

· reports, such as: radiology reports; community diagnostic imaging reports; microbiology results; operating room and discharge summaries from previous hospital stays; and immunization data

· access to the provincial Pharmaceutical Information Network

netCARE access is available to authorized users within the region’s hospitals, outpatient clinics and physician offices.  This initiative, as well as other EHR initiatives in the province, have had to comply with HIA.  PIPEDA will also impact these EHR developments to the extent they involve commercial activities.  For example, a physician in private practice who collects personal health information during a patient visit and then adds that information into a regional or province-wide EHR system, will face obligations under both HIA and PIPEDA.

Saskatchewan

Province-wide EHR initiatives in Saskatchewan are being developed under the auspices of the Health Information Solutions Centre (“HISC”),
 which is the arm of the provincial health ministry charged with health information technology.  Prior to establishing HISC in 2003, the provincial government had created the Saskatchewan Health Information Network (“SHIN”) in 1997 as a Crown corporation.  In 2003, SHIN was integrated as an agency into HISC.

Saskatchewan has public sector privacy legislation, the Freedom of Information and Protection of Privacy Act,
 which applies to provincial government departments and agencies, but not health care bodies such as hospitals.  Saskatchewan’s health sector legislation, the Health Information Protection Act,
 came into force on September 1, 2003 and applies to “trustees” of health information, including health care practitioners, health facilities, and government institutions.  As with other health sector statutes, HIPA generally requires express or implied  consent for the collection, use and disclosure of personal health information.  Under the statute, implied (or deemed) consent is acceptable to permit the trustees to arrange and provide care requested or required by a patient.  In the case of express consent, the consent must be informed and relate to the purposes for which the information is obtained.

As discussed earlier, HIPA contains specific provisions in regard to EHRs.  In particular, HIPA authorizes the creation of comprehensive health records, which compile personal health information from various trustees that may then be accessed by others. Individuals may stipulate restrictions on who may access their comprehensive health record via the provincial EHR network.  As well, health care providers and other trustees in Saskatchewan have the power to authorize access to records they created.  As a result, HIPA’s consent requirements allow both individuals and trustees to exert some control over disclosure of information through the provincial EHR system .

Saskatchewan does not have private sector privacy legislation.  As a result, PIPEDA will apply to organizations within the province that collect, use and disclose personal information during the course of commercial transactions.

Saskatchewan Pharmacy Information Project

A key goal of many EHR systems is to facilitate access to current and accurate data about patient medication histories.  It is hoped this will help avoid adverse drug interactions and reactions, as well as identify patients who may be inappropriately obtaining pharmaceuticals from multiple providers.   Pharmaceutical information networks are intended as important components of EHR systems across Canada and in other jurisdictions.

The Pharmacy Information Project (“PIP”) is currently under development in Saskatchewan and is a key component of the planned provincial EHR system.  PIP aims to provide pharmacies, physicians in the community, and hospitals with access to patient medication histories, as well as information on facts such as drug allergies.  PIP will also enable on-line drug prescriptions. 

As PIP involves “trustees” as defined under HIPA, that statute will regulate collection, use and disclosure of health information within the system.  Entities, such as pharmacies, which participate in PIP during the course of commercial transactions, will also face legislative obligations under PIPEDA.  Both the specific provisions of HIPA regarding EHRs, as well as PIPEDA’s more general requirements, must be complied with.

Nova Scotia

As with other provinces, Nova Scotia is working toward the creation of an EHR for every resident.  The province is a participant in Health Infostructure Atlantic, along with the other Atlantic provinces.  Deputy Ministers of Health in each province have signed a memorandum of understanding to support sharing of health information technology and collaboration in EHR development.

At present, Nova Scotia has only public sector privacy legislation, the Freedom of Information and Protection of Privacy Act,
 which applies to “public bodies”, including government ministries and agencies, universities, regional health authorities, and hospitals.  “Personal information” is defined under the Act as including information about an identifiable individual's health-care history, as well as information about the individual's fingerprints, blood type or inheritable characteristics.

As with other FOIPP statutes, the Nova Scotia legislation does not premise collection of personal information on a consent-based model.  Rather, it authorizes public bodies to collect personal information only where authorized by law or where necessary for the operation of the body’s programs.  Public bodies may use or disclose information without specific consent for the purpose for which it was obtained or a similar purpose; other purposes are permissible with individual consent or as authorized by law.  The statute requires public bodies to “protect personal information by making reasonable security arrangements against such risks as unauthorized access, collection, use, disclosure or disposal.”

As Nova Scotia does not have private sector privacy legislation, PIPEDA will apply to organizations that collect, use and disclose personal information in the course of commercial transactions. 

Nova Scotia Hospital Information System (NsHIS)

As a starting point to Nova Scotia’s EHR plans, the Nova Scotia Hospital Information System (NShIS) 
 is a project that will link 34 hospitals across the province to enhance timely and accurate access to patient health information. For example, if a patient receives care at multiple facilities throughout the province, information about his diagnoses, tests and treatment at each location will be accessible among providers involved in his care.  This system has been under development for several years and is being phased across regions.  It will be linked to existing systems in the Capital Health District and IWK Health Centre, the major health care facility in Halifax.  Implementation is expected to be complete by late 2005/early 2006.  

As the provincial FOIPPA applies to hospitals, that statute’s rules regarding collection, use, disclosure and security of personal information will apply to the NSHiS initiative.  However, as this system is an important link in a broader, province-wide EHR that is envisioned to develop over time, organizations that are covered by PIPEDA will likely be linked into the NSHiS.  At that stage, those organizations must comply with PIPEDA’s rules.  Another consideration is that the work of Health Infostructure Atlantic aims to establish interoperable EHR systems across the Atlantic provinces, so patient information will be transmittable across provincial boundaries.  Where this cross-border transmission occurs in the course of commercial activities, PIPEDA will again apply.
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