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Health research encompasses a heterogeneous set of
research activities. This paper focuses on challenges that
arise in the governance of observational research which is
usually carried out without any direct contact between the
researcher and the individuals being studied. Two broad
areas of health research are heavily dependent on access to a
wide range of existing person-level health information:

1. Public health, occupational health and safety, and the
non-medical determinants of health and disease. The
latter examines the relationship between health and
lifestyle, environmental, and socioeconomic factors
including income and education. Epidemiology is the
foundation of much of this type of research. Research
in this domain links both health and non-health infor-
mation, such as occupation, education, and lifestyle
information.

2. Health policy, health services research, and program
evaluation examine the health care system and the
effects of different policies and methods of health care
delivery on the quality and efficiency of care pro-

vided. This type of research is informed by a wide
variety of disciplines, including: economics, health
policy, political sciences, sociology, anthropology,
medicine, and epidemiology.

Most health research requires person-level data, chiefly to
increase precision in analysis. For example, when trying to
determine the effect of exposure to an environmental toxin
in a neighbourhood, with person-level data one can better
examine the causal relationship by “controlling for” or hold-
ing constant known personal factors such as age and sex of
the individual that relate to the outcome of interest. Simi-
larly, when evaluating a policy to increase co-payments for
prescription drugs, it is prudent to examine across different
income brackets the impact of that policy on the tendency to
discontinue medications. In some cases, if using aggregate
rather than individual-level data, it is possible to come to
spurious conclusions about the effect of exposure (whether
to a policy or an environmental toxin) on health outcomes.'
Also, individual-level data are required to link information
from disparate databases. This linkage creates the ability for
researchers to answer a much broader set of questions about
the determinants of health, but it also raises major privacy
concerns when these activities are being conducted without
individual consent. Although data may be stripped of direct
personal identifiers, the resultant records are often so rich in
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information that the residual risk of disclosure of identity
through indirect means is sufficiently high that the data must
be treated as if they were identifiable. In fact, with as little
information as date-of-birth, sex, and full postal code, the
majority of individuals in a particular region may be re-iden-
tified by linking with census tract information.”

Trends in Data Collection, Use, Storage,
and Disclosure

Twenty years ago, only a handful of research centres across
North America had the capacity to manipulate and link large
data sets, and most government and other data repositories
were used only for claims adjudication. Medical records
were all paper-based. Advances in the capacity of computers
and the internet to store, manipulate and disseminate large
amounts of data have changed dramatically the nature of
collection, use and disclosure of personal information in
contemporary health research. These advances have
spawned two parallel developments: the planning and
development of large disseminated health information net-
works that will serve multiple purposes beyond those for
direct clinical care; and the proliferation of decentralized
holdings of personal data.

In Canada, the United States, much of the European Union,
Australia, and New Zealand, major efforts are underway to
computerize patient records across health care settings, with
the ability to share and link information from the records of
physicians, diagnostic facilities, and health care institutions.
In addition to their primary use for direct patient care and
claims adjudication, it is intended that these records will be
used for quality and risk management, disease surveillance,
research, and education of students in the health care profes-
sions. In Canada, health infohighway plans include common
information architecture across all provinces and territories,
to facilitate information sharing across jurisdictions.” While
the mechanisms by which health researchers will gain
access to these infostructures have not yet been determined,
considerable attention has been given to developing a con-
solidated pan-Canadian framework for managing privacy
and confidentiality of health information.*

The same technologic advances that have spurred ambitious
plans for massive health infohighway projects have also
advanced personal computers to the point where they now
have greater computing power than the mainframe comput-
ers of two decades ago. As a result, most universities no lon-
ger maintain centralized facilities to manage the computing
needs of researchers. This shifts responsibility for the man-

agement of large amounts of personal data onto individual
researchers and their staff, who are often ill-trained in issues
of privacy, confidentiality and data security matters.

Over the past decade, a third development in data use for
research has emerged, involving the prospective collection
of large amounts of data to serve as broad platforms for
health research, including future yet-to-be-defined research
questions. These data repositories — registries and biobanks
— have been developed either as by-products of existing
health information collection (e.g. separate data holdings on
demographics and concurrent medical conditions of patients
visiting speciality clinics) or separate collections intended
specifically for research (e.g. the development of multi-site
disease-specific or treatment-specific registries and
biobanks). While some have developed specifically in rec-
ognition of the limitations of existing clinical and adminis-
trative data records for research, many collections have
evolved over time from modest beginnings (e.g. lists of
names of patients with specific conditions or leftover labo-
ratory samples).

The introduction of new data protection laws in Canada and
elsewhere is causing the research community to take a closer
look at its data collection and management practices. While,
in general, the laws provide considerable scope for self-gov-
ernance on the part of the research community, there are
several challenges associated with each type of research
activity. Some of these are explored below.

Emerging Governance Challenges
and Possible Ways Forward

For this paper, governance will be considered chiefly in the
context of ensuring that the collection, use, and management
of data for research purposes are consistent with the “fair
information practices” that are at the foundation of legisla-
tion in Canada and most Western industrialized countries.’

Each of these three developments — the design of large
health infostructures, the proliferation and decentralization
of a large number of smaller personal data holdings, and the
development of large multi-centred registries and biobanks
for future research purposes — poses particular challenges
around research governance. In the first case, the chief chal-
lenge comes in regulating access to these data in the context
of fuzzy boundaries in the purposes for which the data are
used and the multiple roles that health researchers may hold.
In the second case, the chief challenge is one of ensuring
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responsible data management in a decentralized, largely
unsupervised context. In the second and third scenarios, a
pivotal question is “Where, ultimately, does responsibility
lie for stewardship of the data?” Finally, across all scenarios
is the question of the circumstances under which this infor-
mation may be used for research purposes without consent.
What systems need to be in place to garner the trust of the
public in the responsible use of their personal information
for health research?

Challenge 1 - Fuzzy

out of work that was initially intended only for assessment
of local service delivery. Chart review and interviews are
common to both quality improvement and health services
research. Each has inherent risks to individuals such as
breach of confidentiality through record review and distress
induced in interview participants.''

Once electronic health records become more popular, it will
be much easier to implement interventions designed to
change physicians’ behaviour — e.g. to influence test-order-

ing or prescribing behaviour.

Boundaries

A challenge that currently
exists with research conducted
using information collected for
clinical care is one of “fuzzy
boundaries” in both the pur-
poses for which the data are
used and in the roles of the indi-
vidual accessing the data. For
example, it is increasingly diffi-
cult to distinguish between
research and quality improve-
ment.® Yet, historically, these

“Advances in the capacity of
computers and the internet to store,
manipulate and disseminate large
amounts of data have changed
dramatically the nature of collection,
use and disclosure of personal
information in contemporary health
research.”

Under these conditions, the blur
between clinical care, quality
improvement and research
activities will increase further.
In the extreme, all patients
become research subjects at one
point in time or another, simply
through their participation in
the health care system. While
some researchers may regard
this as utopian, advocates of
human subject protections in
research see this as a critical
erosion of existing

two uses of data have been

treated very differently. While

consent has been implied for quality improvement and risk
management purposes, such is not the case for research and
other secondary uses. Further, studies using personal data
for quality improvement without consent have largely been
carried out without any formal ethics review whereas equiv-
alent studies under the label “research” are subject to review
by a research ethics board (REB). There have been numer-
ous attempts to distinguish between the two activities, for
example:

* By original purpose — to improve or assess service
delivery (quality improvement) vs. contributing to a
growing body of generalizable knowledge (research).’

* By intended uptake, where quality improvement is
characterized by rapid turn-around of data for
implementation of change.®

* By level of risk to individuals, be they patients or staff,
where quality improvement involves minimal risk.’

* By size of reform or innovation being introduced.'’

However, in practice these distinctions are largely artificial.
A particular evaluation may have multiple purposes, the
purpose may change, or generalizable knowledge may come

protections.'” Indeed, O’Neill
cites the increased complexity
in the care-giving environment as one reason to consider
alternatives to the current consent process."

Failure to obtain ethics review for quality improvement
activities has sometimes led to problems when people have
attempted to publish their quality improvement work only to
discover that the editor requires evidence of prior REB
approval before the manuscript may be published or, having
successfully published the material, they have been called to
task for failure to submit their material to a REB. In the
United States, concern has been expressed over the chilling
effect that the requirement of formal REB review has had on
quality improvement activities."*

Given that the risks to patients are associated with particular
activities, regardless of whether the label is quality improve-
ment or research, it is the institution’s responsibility to have
some sort of ethics review of both activities, proportionate
to the risk to patients, to determine necessary patient
protections and whether or not individual consent for partic-
ipation is required. Whether review of quality improvement
activities occurs through REBs or through a parallel ethics
review, the process will need to be sufficiently resourced as
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to allow timely review of projects, so as not to chill quality
improvement activities.

Challenge 2 - Ensuring Adequate Data
Management in a Decentralized Research
Environment

Universities and hospitals are now only beginning to recog-
nize the need to come to grips with the challenge of ensuring
that the hundreds of research databases within their organi-
zations are adequately safeguarded from unauthorized dis-
closure and from corruption. This includes physical,
technical, and procedural safeguards — not just against theft
of equipment but of the data itself. This author is unaware of
any formal audits in the public domain on security measures
in university settings. However, apart from research insti-
tutes which are repositories for massive amounts of data,
attention to basic practices re: password-protected files,
locked filing cabinets, and securing computers with per-
sonal information from research studies are generally quite
relaxed.

In general business, most disclosure breaches occur when
authorized data users either inadvertently or deliberately
disclose information to outsiders.'> The extent to which this
occurs in the research setting is unclear. However, in aca-
demic research, despite increased emphasis on intellectual
property, it is still common for data or biological samples to
be freely shared among researchers conducting similar work
in other centres or even with industry. Data protection legis-
lation across Canada generally prohibits disclosure of per-
sonal health information without individual consent. For
example, under the new Ontario legislation, any researcher
who has received personal health information from a health
information custodian is prohibited from further disclosure
of the information to others without the data subject’s
approval, except as required or permitted by law, with lim-
ited exceptions such as for quality improvement purposes.'®
Similar provisions exist in the Tri-Council Policy Statement'’
and the CIHR privacy best practice guidelines.'®

An equally important concern is what happens to the data
once the project has concluded? Data protection laws gener-
ally specify that personal data be destroyed or rendered irre-
versibly anonymized once the purpose for collecting the
data has been accomplished. Such practice is an anathema to
researchers, who prefer to keep data for future analyses.
While this may still be required under conditions of a user
agreement with the original data custodian, where the data
has been collected de novo by the researcher, there is great
hesitancy to destroy the data.

All this suggests a much more active role be taken on the
part of the institutions within which researchers conduct
their research. This could include: developing standard
operating procedures (SOPs) for safeguarding data, and pro-
viding educational and technical support to facilitate uptake
procedures. It could even include periodic audits of compli-
ance with SOPs. As for completed studies, one alternative
would be for the institution to take responsibility for the cus-
tody of the data at the end of the study, where release to the
original investigators (or to others) occurs only after REB
approval.

Challenge 3 - Locus of Responsibility for Data
Stewardship

Suggesting that institutions take a more active role in ensur-
ing responsible data management raises a contentious ques-
tion: What are the limits of accountability of the institution,
as opposed to the principal investigator, not only for safe-
guarding data but, ultimately, for ensuring responsible use
of data — particularly when there is some breach of fair infor-
mation practices? A case in point is that of the anthropolo-
gist, Ryk Ward, who, in the 1980s while on faculty at the
University of British Columbia, collected blood samples of
the Nuu-chah-nulth people of British Columbia to study
genetic markers for an unusual form of arthritis. He then
went on to use the samples for research other than that for
which he obtained consent.'’ During the period of dispute
over use of the blood samples, Ward moved twice to posi-
tions in other universities in the United States and the United
Kingdom, taking with him the disputed samples in each

CaSG.ZO

As collections become larger in size and research questions
become more open-ended — e.g. with the registries and
biobanks that may collect and analyse data for decades —
the question of who may collect and manage the holdings
becomes even more pressing. Should an individual investi-
gator be ultimately responsible or the institution within
which she works — be it a university, hospital or foundation?
If the founding principal investigator moves on to another
institution, should the registry or biobank remain with the
institution or move with the researcher? Further, when reg-
istries are established as platforms for future unknown
research, there should be an independent oversight body that
reviews the scope of work being done over time by the
researchers and to publicly declare their judgments as to
how well they are exercising their stewardship of the data.*'
This is particularly important with very large holdings, as
they are highly public and their long-term viability is largely
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dependent upon ongoing trust of those contributing data to
the data/biobank. Perhaps the most developed model is that
of UK Biobank, which uses language of “stewardship”
rather than “custodianship” or “ownership”, and for which
an independent Ethics and Governance Council has been
established.”

Challenge 4 - Consent and the Collection, Use,
and Disclosures of Health Data

The role of consent is particularly contentious in both sec-
ondary use of information collected originally for clinical
care purposes and in the creation of large research registries.
In both cases, it is frequently argued by researchers that
obtaining consent is impracticable and that ensuing selec-
tion biases would invalidate the usefulness of the data col-
lected.”

Current laws frame consent for research purposes in the con-
text of finite intervention trials. This is a poor fit with the
types of observational and longitudinal research described
in this paper, particularly when conducting longitudinal
studies in which potential future research applications of the
data may not yet be known at the time of collection.**
O’Neill has argued that the complexity of the modern care
environment, the vulnerability of acutely ill individuals at
the time of approach, and challenges of excess information
to be conveyed render true informed consent a heroic or
impossible cognitive feat, even among individuals with
mature faculties.”

Recognizing the challenges associated with obtaining indi-
vidual consent, some researchers have argued for the waiver
of consent for whole classes of research®® while others have
argued the need to recognize the value of some form of
broad consent’” The CIHR has created guidelines that help
REBs in interpreting when it may be impracticable — or even
inappropriate — to obtain consent.”® The burden of proof is
considerably higher in prospective collections, when there is
contact with the individual whose information is to be used.
The decision whether or not to waive consent, and the
breadth of consent required will likely require case-by-case
adjudication by REBs.

Challenge 5: Trust and Accountability in the Use
of Personal Information for Health Research

Regardless of the place of individual consent in these
research activities, for continued access to personal infor-
mation for research, the research community must ensure
that systems are in place that will engender public trust that

their personal information is being used responsibly. In par-
ticular:

. Support is needed to train researchers and research
ethics board members in how to bring data collection
and management practices for research in line with
fair information use practices. The new CIHR privacy
practice guidelines29 provide an important first-step in
providing a harmonized response to new legislation.
However, there is still a need for ongoing oversight
and support on the part of individual institutions to
ensure that intended practice translates into actual
practice. Initially, funding will need to come through
infrastructure support on the part of the institution, or
perhaps the granting councils directly. However, just
as grant budgets include support for programming
staff, it would be reasonable if grants were to cover
costs associated with managing data security.

° As discussed above, the differing oversight
requirements of quality of care research vs. in-house
quality improvement activities need to be reconciled.
To preserve public trust, ethical oversight should be
applied to research and quality improvement,
proportionate to the risks involved to human
participants.

. The research community needs a shift in culture with
regard to data. In particular, researchers need to shift
their thinking:

¢ from ownership to stewardship, where data are
held in trust by the researcher;

e from data as mere objects for manipulation to
something that has meaning for individuals, the
misuse of which could lead to harm to those
individuals and loss of public trust.

o Trust requires some form of external accountability.
O’Neill calls for “intelligent accountability” that does
not damage professional performance and that
provides institutions with ample self-governance to
perform their task.*

Finally, in planning for future systems for collection, use,
and disclosure of personal health information, most of the
consultation has been with those who will make use of the
information, either for their primary purpose of providing
patient care or for the growing list of secondary uses, includ-
ing research. In Canada, there has been relatively little input
from the public. Yet, with such fundamental changes in the
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use of personal information, it is imperative that those who
would govern the use and disclosure of such information
engage in meaningful dialogue with the public to get direc-
tion on the broad parameters under which these uses of per-
sonal information will take place — particularly, the role of
consent for uses of this information and the governance
structures that the public will find trustworthy. For what
types of research is express (opt-in) consent essential?
Under what circumstances would a broad consent be accept-
able? When may consent be waived entirely, with or without
an opportunity to opt-out? Do adequate checks and balances
in the governance of uses of personal information for health
research mitigate the need for express consent of individu-
als? How can citizens’ interests best be represented in a
ongoing fashion? These questions all have profound impli-
cations for the governance of research requiring the use of
personal information. There are many technical challenges
in gauging the values of the public. Indeed, this may raise
more questions than it resolves. However, without meaning-
ful public engagement on these issues, public trust could be
lost, resulting in greater restrictions on use of that informa-
tion.
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